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ABSTRACT

VARIATIONAL MODE DECOMPOSITION BASED RADIO FREQUENCY
FINGERPRINTING OF BLUETOOTH DEVICES

Aghnaiya, Alghannai
PhD., Modelling And Design Of Engineering Systems

Supervisor: Prof. Dr. Ali Kara

December 2019, 77 pages

In this thesis, we evaluated the performance of RF fingerprinting method based on
variational mode decomposition (VMD). Radio frequency fingerprinting (RFF) is
based on identification of unique features of RF transient signals emitted by radio
devices. RF transient signals of radio devices are short in duration, non-stationary
and nonlinear time series. For this purpose, VMD is used to decompose Bluetooth
(BT) transient signals into a series of band-limited modes, and then, the transient
signal is reconstructed from the modes. Higher order statistical (HOS) features are
extracted from the complex form of VMD-reconstructed transients and VMD-modes.
Then, Linear Support Vector Machine (LVM) classifier is used to identify BT
devices. The method has been tested experimentally with BT devices of different
brands, models and series. The classification performance shows that VMD-
reconstructed transients method achieves better performance (at least 8% higher)
than time-frequency-energy (TFED) distribution based methods such as Hilbert-
Huang Transform. This is demonstrated with the same dataset but with smaller
number of features (nine features) and slightly lowers (2-3 dB) SNR levels. For the
same dataset the classification performance demonstrates that VMD-modes method

achieves better performance (4% higher) than VMD-reconstructed transient method.

Keywords: Variational mode decomposition, Bluetooth signals, Specific emitter

identification, Feature extraction, Classification.
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VARYASYONEL KiP AYRISTIRICI KULLANARAK BLUETOOTH
CIHAZLARIN RADYO FREKANS PARMAK iZi CIKARIMI
Aghnaiya, Alghannai
Soyad, Ad
Doktora, Miihendislik Sistemlerinin Modellenmesi ve Tasarimi Boliimii

Tez Yoneticisi : Prof.Dr. Ali Kara

Aralik 2019, 77 sayfa

Bu tez ¢alismasinda, Varyasyonel Kip Ayristirict (VKA) tabanli Radyo Frekans (RF)
parmak izi ¢ikarimi ¢alisilmistir. RF parmak izi kullanimi, radyo cihazlari tarafindan
iletilen gecis(transient) sinyallerinin 6zniteliklerinin tanimlanmasina dayanmaktadir.
RF cihazlarin gecis sinyalleri, kisa siireli, duragan olmayan ve dogrusal olmayan
zaman serileridir. Bundan dolayi, dncelikle VKA ile Bluetooth (BT) cihazlarin gecis
sinyalleri  bant-sinirli  modlara ayristirilmakta ve ardindan sinyal tekrar
olusturulmaktadir. Hem VKA ile yeniden olusturulan hemde VKA modlarinin
yiiksek  dereceli istastiksel Oznitelikleri ¢ikarilmaktadir. BT  cihazlarim
simiflandirmada ise Dogrusal Destek Vektér Makinalari (DDVM-LSVM)
siniflandiricis1 kullanilmaktadir. Tez kapsaminda Onerilen yontem, farkli marka,
model ve seride BT cihazlarinda deneysel olarak test edilmistir. Onerilen VKA
tabanli RF parmak izi ¢ikarimi yonteminin, Hilbert-Huang transformu kullanilarak
elde edilen zaman-frekans-enerji dagilimi tabanli yontemlerden en az %8 daha iyi bir
basarim sagladigi deneysel veriler ile gosterilmektedir. Bu basarim, Onceki
yontemdeki Sinyal-Giiriiltii Oraninin (SGO-SNR) 2-3 dB altinda ve daha az 6znitelik
ile elde edilebilmektedir. Ayrica, VKA modlarinin 6zniteliklerinin direk kullanilmasi
durumundaki basarim, VKA ile yeniden olusturulan sinyalden ¢ikarilan 6znitelikler

kullanilarek elde edilen basarimdan %4 daha yiiksek bulunmustur.

Anahtar Kelimeler: Varyasyonel Kip Ayristirici, Bluetooth Sinyalleri, Spesifik
Emiter Kimliklendirme, Oznitelik Cikarimi, Siniflandirma.
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CHAPTER 1

INTRODUCTION

In the latest years, use of wireless communication systems has increased rapidly.
The security of these systems has become more important recently. Therefore,
wireless communication security should be improved. There are many software
improvements, but these improvements are not enough for completely secure
systems. Radio frequency fingerprinting (RFF) is one of the communication
networks security techniques based on identification of the imperfections caused by a
manufacturing process as unique features of the transceivers [1-3]. The work in [1],
investigated the use of machine learning strategies to the classification and
identification problem. In [2], a new RFF scheme using deep neural networks is
presented. RFF of WiFi emitters were captures from energy spectrums of transient
signals for device identification [3]. RFF systems consist of data collection, feature
extraction and classification systems [4-7]. In [4], RFF is proposed to relieve
essential user simulation attacks. This mitigation is skillful through low-end
software-defined cognitive radio networks. A random noise waveform, combined
with RF-DNA fingerprint used to identify antenna types and terminations [5]. In [6],
deep learning used to find out physical layer attributes for the classification of
cognitive radio transceivers. The applications of RFF technique lie in safe radio
communications [8, 9], radar systems, military communications confrontation,
civilian radio monitoring [10, 11], self-organized networks [12] and cognitive radio
[13]. The RFF method is employed to improve the security of wireless
communication networks, such as Wi-Fi networks, VHF radio networks and cellular
networks. Phase, amplitude and frequency are the main elements for RF fingerprint
process [14]. Statistical features such as variance, kurtosis and skewness are the
features that can be extracted from these main elements of transient signal [15-17]. In
[17], RF Fingerprint creation techniques for 10T devices depended on statistical
characteristics are considered. Features can be obtained from different parts of the

captured radio signals, such as turn-on transients, RF burst signals, preambles, etc.



RFF methods divided into two sets, namely transient based and modulation based
RFF. Transient based technique extracts features from transient signals that exist at
the beginning of the transmissions. Otherwise, modulation based techniques
concentrate on modulator imperfections of the transceiver [18]. Many techniques
have been used in time [19], spectral [20] and wavelet domain [15]. Recently many
RFF techniques are introduced [21-23]. In [21], a multimodal method is proposed for
improving RFF performance. [22], presents the groundwork for performing neural
network-based (SEI) on loT devices. [23], demonstrated a multi-sampling
convolutional neural network for classifying ZigBee devices based on adaptive ROI
selection. The importance of security for communication networks, prompted us to
find out how can we develop and improve RFF as wireless networks security. When
the emitting signals of wireless devices are noisy, it is difficult to distinguish the
different wireless transmitters of these signals. Therefore we need to improve the
signal processing functions on the captured signal before extracting the features. In
this thesis, we propose to use variational mode decomposition (VMD) in RFF of
Bluetooth signals. Radio transient signals are non stationary and non-linear time
series. Extracting characteristic parameters of such transients in time domain will be
necessary in classifying specific emitters, such as BT devices. However, classical
techniques like Wigner-Vile distribution (WVD) and Wavelet techniques are hard to
work with these transients since they are non stationary and nonlinear. For
determining characteristic parameters of non stationary signals and classifying
certain transmitter with high accuracy, a technique depends on EMD decomposition
was proposed [24]. But the great disadvantages of EMD decomposition method are
that it always associated with mode mixing problems [25, 26]. Also, EMD method
suffers from computational complex. Lately, VMD decomposition method was
suggested as new decomposition method [27]. VMD has the advantage that it is not
associated with mode mixing problems and can operate in a simple computational
manner. Therefore, to beat these issues, we employed VMD in RFF of Bluetooth
signals. VMD is a new modal decomposition method, proposed in latest years as

denoising method which is not used in the RFF of Bluetooth devices technique.



VMD is a very good robustness against the effect of background noise on the
accuracy of signal decomposition and also, the VMD modes are a band limited
functions which relieve the mixing issues [27-29].

In this thesis, VMD has been used for the first time in the RF fingerprint application
of BT device classification by taking advantage of VMD to enhance identification
performance and increase the accuracy of network security. The rest of this thesis is
organized as follows: Chappterl introduction. Chapter2 contains the brief
introduction of variational mode decomposition. Chapter 3 Simulations included
VMD decomposition and VMD parameters optimization. Chapter 4 RF fingerprint
implementation included the transient signal decomposition using VMD, features
extraction and BT devices identification using a linear support vector machine

classifier, followed by conclusion in Chapter 5.

1.1. Background (Literature survey)

A naval technique was proposed to recognize various transceivers depended on the
compression of sensing [30]. A large number of transmitted signals of wireless
transceivers are very weak, long-range propagation and very similar to transient
waveforms. Therefore, the complex analytic WT is employed to get the envelope of
the transient signal and the identical properties are created by the compressed
detection theory. Through a series of experiments, it was concluded that the proposed
method effectively classifies received signals that are difficult to distinguish between
their transient waveforms. A RF fingerprint algorithm with low sampling rates [31],
is implemented, which is efficient at low sampling rates. It makes RF fingerprint
reception more functional for mobile transmitters. To get the energy envelope of the
processing signal, a Spectrogram using the SFT is applied and the unique properties
of the envelope are extracted. The proposed algorithm was effectively used to
identify a set of Bluetooth devices. The results demonstrate that the sampling rates
are less effective on the accuracy of the suggested algorithm.

A new method for radar fingerprinting using unintentional modulation in radar
signals is proposed in [32]. The suggested algorithm decomposes components into
unconventional modulations using the Variational Mode Decomposition (VMD)

technique. Then, the features that describe each component are calculated.



Simulations using real radar data demonstrate that the presented technique able to
identify radar signals in the dataset with high performance.

A method for the appropriate classification of network devices in a wireless network
is provided to detect jamming agents is presented in [33]. The method is depended on
the analysis of the radio frequency (RF) fingerprinting of wireless network
transceivers. On the preamble of RF fingerprinting, the signals transmitted by a
wireless transmitters are repeatedly extractable and unique. Consequently, they can
be used to classify the device as it is transmitted over the network. Recent studies
show that this uniqueness exists, being referred to various sources: manufacturing,
aging, environmental, etc.

Recent researches have shown that protection against attachment attacks can be done
with a wireless physical layer device fingerprint [34].

Furthermore, fingerprint transceivers with cheap receivers have been notified to have
conflicting accuracy, so radio frequency (RF) fingerprints often use high cost signal
acquisition system. A strong RF fingerprint technique that is compatible with high-
end and cheap receivers is presented.

The outcomes indicate that cheap radios may perform successful frequency
fingerprint to detect fraud attacks on infrastructure networks. Traditional techniques
like WVD and Wavelet techniques are hard to transact with non-stationary signals.

A new technique for the certain transmitter identity based on empirical mode
decomposition (EMD) is presented to analyze the non-stationary signals [35]. This
method achieves more efficient for implementing non-stationary characteristics and
to classify certain transmitters with good accuracy. Based on the experiment results,
it is demonstrated that the proposed method is effective for characteristic parameters
of the transient signals to be better predicted from the wavelet.

The specific emitter identification approach depended on intrinsic time-scale
decomposition (ITD) is suggested and investigated in [36], which represents an
important improvement in transceivers definition, which is particularly helpful for
the transient process. The ITD approach supplies a robust approach for real signals

processing.



The technique can be employed in many applications such as Radar signals, wireless
communications, voice and medical signal analysis.

A novel empirical mode separation technique in the recognition system of
transceivers for wireless communication signals is described in [37]. The EMD
approach is used in this system to separate signal modes, then component analysis
(PCA) is applied to extract the certain characteristics. This system is successful for
transient signals of low level of (SNR) and implements better than other techniques.
The system is proficient in classifying certain emitters and can also be used for
wireless communications security objectives.

Because of the conventional signal analysis process depended on FT is not
appropriate method for non-stationary vibration signals of the hydropower and the
limitation of the EMD decomposition technique, a new non-stationary and non-linear
signal analysis approach” Analyzing of the hydropower vibration signals depend on
VMD decomposition™ is introduced in [38].

The simulation signals and actual signals are tested to measure the achievement of
(VMD) decomposition method and (EMD) decomposition method. The results
demonstrate that the VMD technique can prevent the mode mixing issue that appears
in EMD decomposition method. The decomposed modes show good accuracy with
the VMD method. Wind turbine (WT) condition monitoring (CM) signals usually
include intra-wave properties that are hard to create by using traditional time—
frequency analysis (TFA) since none of them is locally adaptable.

Intra-wave characteristics can be created only by EMD decomposition method and
its expansion, but EMD method has some defects in TFA (Poor noise resistance,
unknown fluctuations and low efficiency in detecting sideband frequencies).
Superiorities of VMD decomposition with EMD decomposition in time—frequency
characteristics creation and wind turbine condition monitoring is proposed in [25].
The experiment results demonstrated that VMD performance better than EMD
method in noise resistance and also in multi-modes signal separation, side-band

detection, and intra-wave characteristics creation.



1.2. Weakness of signal decomposition methods

1 - Empirical mode decomposition (EMD) disadvantages in signal decomposition

and characteristics creation [26, 25]:

Noise resistance: EMD approaches are very critical to signal noise. A slight
change in the signal/noise ratio (SNR) of the signal can drive to notably
various signal decomposition outcomes.

Unknown fluctuations (ripples) are usually appears in the results achieved by
EMD decomposition method, especially at low range of frequencies. They
damage the characteristics of the signal and then make the signal difficult to
interpret.

Inactive in separating frequency components. Like the sideband properties
produced by the fault, it cannot be effectively removed from the signal.

The recursive calculations decrease the efficiency of calculation.
Determination of upper and lower envelopes is one of the important steps in
EMD and LMD computations. Then, the error introduced in the envelope
computation is expanded to the decomposition outcoms.

(IMF) generated by EMD decomposition method are not bandlimited
functions. Therefore, EMD method is always correlated by mode mixing

problems.

2- Two important parameters can affect VMD outcomes [39].

Modes number (Z)

Balancing parameter (o).

1.3. Problem statement

In recent years, the application of wireless communication systems has increased

notably. The security of these systems has become more important day by day. For

this reason wireless communication security should be developed.

Hardware of the transceivers has imperfections caused by a manufacturing process.



RF Fingerprinting is a technique based on identification of these imperfections as
unique features of the transceivers. The importance of security for communication
networks, prompted us to find out how can we develop and improve RFF as wireless
networks security.

Through our study of several papers related to RFF in literature review, we find that
(VMD) is a new modal decomposition method, proposed in latest years as denoising
method which is not used in the RFF of Bluetooth devices technique. Due to the
advantages of VMD and its modern, we have seen that it can be used in RFF
technique to reduce the impact of noise on the transient signal of captured BT signal
so increases the accuracy of features extraction and wireless networks security is
improved. The performance of this method will be evaluated and compared with
other existing methods.

VMD is a new decomposition method, proposed to decompose the signal into several
discrete number of modes, and each mode is supposed to have compact frequency
support around a central frequency.

VMD is an efficient in calculations, strong robustness against the effects of
background noise and it's modes are narrow-banded functions, which relieves the
mode mixing issues, and support the accurate extraction of features. For these

reasons, VMD used as a part of our thesis proposal.



CHAPTER 2
VARIATIONAL MODE DECOMPOSITION (VMD)

Variational mode decomposition (VMD) is a decomposition technique [27]. The
objective of VMD is to separate the input signal into different discrete modes
u, (z = 1,2,...,Z) , where Z is the number of the decomposed modes. Each discrete
mode has limited bandwidth in the frequency domain, where each mode is supposed
to be compacting around a center frequencyw, (z = 1,2,...,Z). The reconstructed
signal is equal to the sum of the decomposition modes. VMD has a strong supporting
mathematical theory, high operational efficiency and also has strong robustness
against noise. VMD can deal well with non-stationary signals, since it does not suffer
from mode mixing problem compared with other decomposition methods, such as
wavelet and empirical mode decomposition [27]. The flow chart of VMD algorithm
is shown in Fig (2.1).

2.1. Advantages and disadvantages of VMD

The objective of VMD is removing a noise or unwanted signals, thereby improving
the quality and utility of the signals. When the signal contains random noise, a high
frequency mode exists in the separated modes. If the high frequency modal
component is removed, the random noise will be decreased [25, 26].
e VMD has a strong supporting mathematical theory, and also a high
operational efficiency.
e VMD has good accuracy and stability in feature extraction, which can
suppress the correlated noise.
e Has strong robustness against noise compared with other decomposition
methods (wavelet decomposition and empirical mode decomposition)
e VMD is Non- recursive calculations, which increase the efficiency of
decomposition calculation.

e Intrinsic mode functions of VMD are band-limited functions.



The disadvantage of VMD lies in predicting the values of the following parameters
which may impact the accuracy of the VMD.
e Modes number (Z2)

e Balancing parameter (o).

2.2. Construction and solution of optimization problem

VMD technique decomposes the given signal f into various components u, known as
modes using calculus of variation. The FT of each mode assumed to have compact
support around the mean of the independent variable of the Fourier transform. This is
otherwise known as the central frequency [27] and is denoted by w..

The function of the VMD operation is to determine the spectrum of the modes and
the central frequencies of these modes by optimizing the total addition of the
bandwidth of the generated modes provided that the input signal is equal to the sum
of modes. For this purpose, we construct an analytic function corresponding to the
original mode by finding the Hilbert Transform of the mode u, which in fact forms
the conjugate harmonic of the mode u,. Mainly, there are three stages for making
each component: 1) transform the mode into complex signal.

2) the center frequency of mode shifted to zero frequency.

3) the shifted analytic signal should be smooth to determine the bandwidth of mode.
The separation procesure of signal f(t) is described as following.

The measure of bandwidth Aw, of each mode can be calculated by finding the
integral of the square of the time derivative of the frequency-translated function
component.

i.e.Aw, = [lo,(w)I* dt = llo, W)l (2.1)

Therefore, the required minimization problem is

WSin }{Zzllat(ug)HZ} , s.t. Yyu=f 2.2)
j , 2
{ugl{gz}{zz 0, [(S(t) + #) * uz(t)] et 2} , s.t. Yy,u=f (2.3)




To convert the minimization issu into non-constrained problem, the balancing factor

a and Lagrangian multiplier A are produced.

2

L({uz} {w 1 0) = az 0, [(a(t) + é) x uz(t)] g ~jwst

Z

2

AMt)?
4

(2.4)

2
2 2

NOIE
i (ORMGEES I
The non-constrained problem is minimized with respect to u, , the minimization

equation is rephrased as following:

0 [(5(t) + #) * uz(t)] ezt z +

ul?*! = arg min {a Y,

2
ro-suo+ 2} s
This problem can be solved in spectral domain:

471 = arg min {a ljw [(1 + sgn(w + @) 8,(@ + w5 +

2

- _ i) ||
|f@ - sa@+*2 1 @
Change of variables w —» w — w, in the first term:

47*1 = arg min {a lj(w — w,) [(1 + sgn(w)i,( w)]lZ +

- " ) ||?
|f@-za@+2 ) en
The two expressions are written as a space integral on the positive side frequencies:

IS 2
a7+ = arg min {fgo 4a(w — wy)* i, (w)|* + 2 |f(w) —2if(w) + ¥| dw}

(2.8)
The solution of this quadratic optimization problem is as following:
()Y, ()4 @)
a,)Z,H_l(w) _ f(w)=Yizz Ui(w)+ 2 ) (29)

1+2a(w—wy,)?
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The updating ceter frequency of each mode can be calculated as following:

© 37 2
w1 = foww|uz((‘))| dw
Z T P de

(2.10)

The optimization procedure of VMD mainly includes the following steps [28]:
1) Initialize modes @il , w! and A .

2) Update the modes 42+ (w) .

M(w)
2 (2.11)

f(@)~Tiz, 07 (0)+

1+2a(w—-w})?

iy (w) =

3) This equation is for uppdatig the frequency w?*?.

. 2
. Iy o|2* ()] dw

w =
4 [Pt )] do

(2.12)

4) Update Lagrangian multiplier Xn+1(w) to exact signal reconstruction until the

convergence.
Xnﬂ(w) « V' (w)+ T(f(w) -, ﬁ;‘“(w)) (2.13)
YAt — azfiz/larl; < e (2.14)

The VMD method suffers from the problem of not having a defined method for
parameters selection that needs to be optimized to perform more accurate
decomposition outcomes. Clearly, optimization of these parameters is very necessary
for the implementation of VMD. The time step (t), balancing parameter («), the
number of modes (Z), the tolerance of convergence (&), and the initialization of

center frequencies (w?), z=1,...., Z are the main parameters for VMD application.

11



Table. 2.1. VMD Main parameters and their functions.

Main parameters | Fynction of parameters Possible adverse effects

too large Z will lead to redundant
VMD information, while too
small Z will lead to mode mixing in
the VMD results

Number of define the number of
modes: Z decomposed modes

to encourage reducing the bandwidth by
reconstruction quality: o

Quadratic penalty i< bandwidth control increasing o may lead to capture the
term: o wrong centre frequency, too low an

arameter of )
decgm osed modes o makes the estimated modes
P contain more noise

to enforce constraints

Time-step of strictly: T can ensure the : e : :
h . T will become a strict impediment if
lagrangian exact reconstruction a
% . the noise is high, and should be set
multiplier: t when the noise level of S
. . to zero in this case
signal is low .

In our proposed method, the values of VMD input parameters namely ¢, 7, w?, a,
and Z, have been fixed to the values 107, 0, 0, 200 and 3, respectively [27, 29, 39].

The main parameters and their functions are concluded in Table 2.1.

2.3. Evaluation criteria for denising algorithms

One of the most widely used metrics is the (signal/noise) ratio SNR. The
terms signal and noise actually come from radio engineering, in which a signal is the
noise-free signal and noise is the white noise. Signal processing is the statistical
technique used to extract information from the raw signal. To determine the strength
of a signal, the so-called (signal/noise) ratio SNR must be calculated. For the high
ratio SNR means that the true signal is much greater than the noise and can be easy
to capture useful characteristics from the raw signal. So, it is known as the ratio of

signal power to the ratio of noise power.

12




This ratio has many important applications in applied mathematics, analytical
chemistry, electronics, and the geosciences.

In electronics, signal and noise are measured in decibels. There are various ways in
which noise performance can be estimated. If the original signal is known, the most
popular approach (signal / noise) ratio or SNR is to measure the strength of the signal
relative to the nose. Of course, the greater the variance between the original signal
and the undesirable noise, gives the higher the S/N ratio or (SNR), the better
measuring performance. The signal to noise ratio refers to the ratio of the original

signal to the undesirable background noise.

SNR = —stgnat (2.15)

Proise

Usually a (signal/noise ratio) formed in a logarithmic basis using (decibels) [40, 41]:

SNRgp = 10 logg (M) (2.16)
SNR 45 = 10 logy, (M) (2.17)
177
1
IFll = C X512 )2 (2.18)

If the levels are measured in decibels, the equation can be written as:
SNRgp = (Psignal)dB — (Pnoise) an (2.19)

Another statistical parameter method measures the error between two values.
Otherwise, it makes a comparison between the expected value and the known value.
This method is called Root Mean Square Error (RMSE) and also called as Root
Mean Square Deviation. This is one of the most well-known methods using statistical

parameters.

S 2
RMSE = @ (2.20)

II. 1l . Two norm is a function which assigns real number called norm.

Where f is the original signal and M is the signal length. The (signal / noise) ratio
SNR and root mean square error (RMSE) are predictive measures for signal strength

measurement, respectively.

13
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Figure 2.1 Flow chart of VMD algorithm
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CHAPTER 3
VMD SIMULATIONS

3.1. Noise robustness
In this section we applied the variational mode decomposition method (VMD) on
some synthetic simulation signals, which are consisted of three harmonics
superimposed Gaussian white nose n(t), to test the noise robustness and the affect of
number of components Z. A simulation signal f (t) is prepared to evaluate noise
robustness using the VMD technique.

f(®) = cos@nfit) + 5 cos(2nfyt) + - cos(@nfst) + (),  (3.)
Where the frequency of components are:

=2 f2= 24; f3=288;

And the noise level is ¢ = 0.1, where ¢ is standard deviation. This value is suitable
with respect to the amplitude of the signal components. Since our goal is not the
exact reconstruction signal, To eliminate noise, we apply variational mode
decomposition technique to the simulation signal without the Lagrangian multiplier.
The three recovered modes performed by VMD are shown in the Fig. 3.1. The
strongest mode with lowest frequency is reconstructed clearly with (SNRo =35dB).
The medium- strength signal is recovered with (SNRo =17dB). The weak, high
frequency mode is affected by the noise but the component frequency is captured
correctly (SNRo =5dB).
Increasing the value of a will decrease the band width, which may causes the
problem of not catching the exact center frequency, while the wide band width

resulted by using too small « leads to noisy recovered modes [27,25].
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3.2. Segmentation

The classic weakness of many segmentation algorithms is how many clusters (or
modes in the current state) must be specified to mark pre-segmentation. This is the
same shortcoming with VMD. The number of modes Z is very important parameter
in the signal decomposition by VMD [27].

Z Should be defined in advance to tell how many modes in the present signal. Here
we are going to examine the effects of over- and under-segmentation of the given
data, where under-segmentation is too few modes and over- segmentation is too
many modes. We estimate here the results of VMD using too few or too many
modes, using the input signal given in (3.1). For this study, we use a tri-harmonics
signal, however at small noise level of ¢ = 0.005 . We perform VMD with Z=2
(under-segmentation, too few modes) and Z=4 (over-segmentation, a large number of
modes). The decomposition results also depend on the bandwidth which is
introduced by balancing factor («) as illustrated in Fig.3.2, the decomposition results
are shown as following:

For under-segmentation (Z=2), there will be sharing between the neighboring modes
for small alpha («=100), or mostly discarded modes for big alpha (¢ = 10000 and
no Lagrangian multipliers).

On the other hand, when over-segmentation (Z=4), and small band width control
parameter (« = 100), one or several modes get noisy and broad spectral density. For
large value of (a« =10000), the center frequency of two or more modes get matched
(mode duplication) and some of important parts of signal spectrum shared with

others.
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3.3. Optimization of the number of modes Z

The number of modes Z must be predefined prior the VMD computation starts.
Theoretically, the value of Z depends on how many components are present in the
signal. When the value of Z is improperly realized, the unneeded computations are
increased, and at the same time the accuracy of signal separation may be affected
[27]. Redundancy VMD information is caused when too many modes are selected
and mode mixing results in VMD will appear for too few modes. Therefore, it is very
important to find the optimal value of Z to get high accuracy and efficient
computation of the VMD. However, traditional VMD can’t perform such an
optimization. However, traditional VMD can’t perform such an optimization. The
question of how to find the optimal value of Z has not yet been answered, but it
remains to solve. The determination of Z depends on the experience of the
researchers. In this study, we assume that the number of mode functions (Z) is equal
to the number of modes (IMF) generated by empirical mode decomposition [42],
followed by the decomposition method (VMD) jointed with correlated coefficients
(CC). Firstly, the simulation signal is decomposed into discrete number of mode
functions equal to the same number of mode functions that decomposed by EMD
method; the correlation coefficients between the input simulation signal and the
generated intrinsic mode functions are computed and based on selected threshold

value, we determine the useful CCs and discard the noisy mode functions (IMFs).

3.3.1 Correlation coefficients

The relationship between the two variables can be measured by correlation
coefficients (CCs) [42]. The CCs are values ranging from (-1) to (1). If the
relationship between the variables is completely positive linear, CC is 1, but if the
relationship is negatively related, CC is -1. The correlation coefficient is 0 when the
relationship between the variables is not linear. There are two kinds of correlation
coefficients; one of them is Spearman's rank correlation coefficient, which is depends
on the rank association between the amounts. The second technique is the most
popular technique for measuring the relationship between two quantities which is

called Pearson's correlation coefficient.
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3.3.2 Pearson's correlation coefficient

Pearson's correlation coefficient (r), sometimes referred to as the correlation
coefficient or r, is the most popular technique used to optimize the relationship
between two quantities in which this relationship is positively correlated, negatively
correlated or nonlinear relationship (not a straight line).

The r values of the two elements are frequently reported in research articles and
journals, to summarize the relationship between two elements.

The value r will be positive and much greater than zero, when the two quantities
have a linear straight line relationship in the positive direction. The value r is less
than 0, when the relationship is straight line in negative. When the values of (r) are
very close to zero then the relationship between the two quantities is small. The
range of values (r) is from -1 to 1.

To calculate Pearson's correlation coefficient (r), assumed that we have two

quantities u and v [43].

= SSw _ S m i) (3.2)
VS 5Sw) [E w2 5 v

In order to find the correlation coefficient of two quantities, we usually need three

additions. The squares sum of the quantity (u), squares sum of the quantity (v) and

the cross product sum of (uv)

Let the mean of u be

=YV, (3.3)
And the mean of v
5= <3N, v (3.4)
The squares sum of quantity (u) is
SSuu = 21 (w; — 0)? (3.5)
The squares sum of quantity (v) is
§Syy = LIy (v — 9)? (3.6)
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The cross-products (SSuv) sum
SSyp = Xy (uy — ) (v; — ) 3.7)

The correlation coefficient's sign indicates whether the correlation is greater than
zero (positive) or less (negative).
(r) = —1, this value indicates that the correlation is negative with all (u, v) and is in a
straight line with negative gradient;
(r) = 1, this value indicates that the correlation is positive with all (u, v) and is in a
straight line with positive gradient;
(r) = 0 this value indicates that the relationship between the two quantities is not
linear. The relationship strength between the variables is estimated by the magnitude
of the correlation coefficient [43]:

0 <|r| < .3 weak correlation

.3 < |r| <.7 moderate correlation

[r| > 0.7 strong correlation

3.4 Influence of o parameter on VMD performance

Alpha (o) is a balancing parameter to encourage reconstruction quality. That
sometimes called frequency bandwidth control parameter, which significantly affect
the VMD results. When the value of balancing parameter o is small, the frequency
bandwidth becomes wide, and the opposite is true [27].

When the bandwidth is wide, more noise and unwanted frequencies are involved in
the denoising result. Then, the signal/noise ratio (SNR) of the denoising results will
be reduced and will increase the rigidity of the signal interpretation. Moreover, the
very large balancing parameter a, which controls the bandwidth, can produce very
narrow frequency bandwidth and causes the problem that some parts of the signal are
discarded when the number of modes is too small. However, a large number of
modes will cause a sharing between the adjacent modes of the same frequency.

As a summary, increasing the value of o parameter results in a reduction in
bandwidth and is difficult to capture the correct central frequency, but when the o

value is too small it contains more noise in the predicted mode.
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Therefore, to obtain the accuracy of the VMD decomposition, the o parameter, that
is, known as frequency bandwidth control, must be optimized in the implementation
of VMD

3.5. Simulations

To minimize the number of modes, we used a combination of VMD and correlation
coefficient (CC). To separate the simulation signals into intrinsic mode functions (
IMFs) and define noise mode functions and useful mode functions, respectively; the
number of modes in VMD is selected to be equal to the number of modes by
empirical mode decomposition( EMD) as a default [42]. The distinction between
noise mode functions (IMFs) and useful mode functions (IMFs) can be made
according to the threshold of the (CCs). Then, the reconstructed signal is performed
by adding the useful IMFs.

To measure the performance of variational mode decomposition (VMD) denoising
algorithm, simulation experiments have been carried out in this section, with
different input SNRs were used in the range from —10 dB to 5 dB. The formula of
correlation coefficient (CC), as statistical parameter is shown as following:

S(f =) (u—u,)
= = 3.8
VEGF-D2 E(uz—u,)? (38)

Where f isa simulation signal and u, is mode components of VMD.

3.5.1 Simulation 1

The objective of this simulation is to optimize the number of decomposition modes
Z, by CCs and measure the performance of different input SNRs.

The simulation signal x(t) is consisting of three components of the frequencies,
f1=10, f, =50, f3=100.

Where the noisy signalf(t) is a mixing of the simulation signal x(t) and the
Gaussian white noise n(t) with noise level ¢ = 0.5.

f(t) = 0.8cos(2mfit) + 0.6 cos(2mf, t) + 0.3 cos(2mf5t) + n(t), (3.9
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The waveform of noisy signal in time domain is illustrated in Figure 3.3.

The decomposition modes and denoising results of VMD for a noisy signal is
presented in Figure 3.4 and Figure 3.5 respectively, where the number of IMFs by
VMD is set to Z=9, which is equal to the number of EMD and a = 7000. As seen in
Figure 3.5, the reconstructed signal of VMD is improved after we make denoising,

where the input SNRi =3 dB and the resultant SNR0=15.6 dB.

Amplitud

-3 ' . 4 v i
0.2 02 04 05 06 OT 0.8

Time (sec)

Figure 3.3 The waveform of noisy signal in time domain (SNRi=3dB).

The correlation coefficients (CCs) between the mode functions (IMFs) and the input
noisy signal are recorded in Table 3.1, According to selected threshold which is 0.24.

We get three useful IMFs by VMD.

Table 3.1 (CCs) Calculations between VMD (IMFs) and noisy signal.

IMFs | IMF1 | IMF2 | IMF3 | IMF4 | IMF5 | IMF6 | IMF7 | IMF8 | IMF9

CCs | 0.626 | 0.480 | 0.252 | 0.152 | 0.147 | 0.156 | 0.165 | 0.175 | 0.195
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Figure 3.5 Time-domain denoising signal (15.6dB).
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To measure the achievement of VMD with respect to various input (SNRs) ranging
from -10 dB to 5 dB [42], the output SNRs and RMSE are recorded in Table 3.2, and
Figure 3.6 illustrates the plots of input SNRs versus output SNRs for simulation
signal. The relation between input SNRi and output SNRo is proportional, when the

input SNRI increases the output SNRo increases too and RMSE decreases.

Table 3.2 Denoising results of noisy signal with different SNRs.

o 2.4 21 | 1.7 | 1.3 | 1.06 | 0.85 0.65 0.53 0.41

SNRi | -104 | 91 | -7.3 | 49 | -3.06 | -1.06 | 1.17 2.79 5.16

SNRo | -0.68 | 0.20 | 2.62 | 5.17 | 7.66 | 10.71 | 13.12 | 14.64 | 17.89

RMSE | 080 | 0.73 | 051 | 037 | 0.31 | 0.20 | 0.15 | 0.12 | 0.10

(SNRo Vs SNRi)

18 T T T

16 7

14 + ﬁ

12 .

10 .

SNRo (dB)

SNRi (dB)

Figure 3.6 Denoising results of noisy signal with different SNRs.
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3.5.2 Simulation 2

The objective of this simulation is to measure the influence of a on the denoising
results. Considering a noiseless signal x(t) is mixed by an additive noise n(t).
In which n(t) is white Gaussian noise with noise level ¢ = 0.5 .

f1 =10, f, =50, f;=100.
f(t) = 0.8cos(2nfit) + 0.6 cos(2nf, t) + 0.3 cos(2mfst) + n(t) (3.10)
We apply the VMD to the noisy signal with Z=3, and different values of band width
control parameter «, to measure the effect of a parameter on the reconstruction
signal. Signal to nose ratio SNR can be employed to measure the performance of
different balancing parameters a.
The output SNRs and « are listed in Table 3.3, and Figure 3.7, shows the plots of «
versus output SNRs for simulation signal. Output SNRo of denoised signal is
increasing with increasing of () parameter and the relation between input SNRi and

output SNRo is proportional, for high SNRi we have high SNRo.

Table 3.3 Denoising results of noisy signal with different « .

SNRo

SNRIi _ _
o= o= o} o o

1000 6000 | =11000 | =16000 | =21000
-10.0 -4.90 -0.99 0.78 2.07 3.16
-9.17 -3.88 -0.24 2.07 2.63 3.01
-7.40 -1.92 1.93 4.14 5.00 5.34
-4.78 0.74 5.52 7.64 8.14 8.47
-3.16 2.35 7.06 9.35 9.76 10.06
-1.72 3.82 8.47 10.59 11.09 11.44
-1.26 4.23 8.74 10.70 11.13 11.44

0.38 5.91 12.00 12.68 13.09 13.38
1.10 6.62 13.03 13.83 14.30 14.64
1.78 7.37 13.47 14.16 14.58 14.89
2.88 9.65 14.58 15.26 15.68 15.99

4.16 10.79 15.85 16.56 16.98 17.29
5.00 11.78 16.32 16.96 17.35 17.62
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Figure 3.7 Denoising results of noisy signal with different « .

3.6. Decomposition of complex multimode signals

In this section we considered some of slightly more complex signals to be
decomposed. The objective of this simulation part is to apply VMD on wide band
signals. Examples of complex signals: piecewise stationary signals, general trend

signals, general quadratic trend signals, chirp signals.

3.6.1 Decomposition of piecewise-stationary signals

In this example we considered the Piecewise stationary signal as follows:

f(t) = cos(120mt ) I(0 <t < 0.5) + cos(80mt) I(0.5<t < 1), (3.11)
This signal is non stationary over the time range (0 < t < 1) but is stationary on
(0<t<0.5) and (0.5 <t <1) respectively. The piecewise signal has spectral
peaks at 120m and 80m. VMD results are illustrated in Figure 3.8. The central
frequencies of reconstructed modes converge to the assumption frequencies and the

time domain modes show good separation [27].
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3.6.2 Decomposition of chirp signal

f(t) = cos(5nt + 70mt?), 0<t<1 (3.12)
For t € [0, 1] the instantaneous frequency varies linearly between 57 and 1451. We
chose to decompose the signal into three modes [27]. The captured center
frequencies wx converge to the expected frequencies properly, and the recovered

modes were nicely separated. Figure 3.9 shows the results of VMD decomposition.

3.6.3 Decomposition of general linear trend signal

This signal is a combination of three components, a linear trend and two different
harmonics [25]:

f(t) = 6t + cos(8mt) + 0.5 cos(40mt), 0 <t < 1. (3.13)
VMD results are illustrated in detail in Figure 3.10. From the figure we can see how
the two non-zero center frequencies w2 and w3 converge towards the exact
harmonics. The corresponding modes form a nice section of the input spectrum, with
each mode clearly placed around its corresponding center frequency. In the time

domain, the three reconstruction modes are very clearly and beautifully separated.

3.6.4 Decomposition of general quadratic trend with chirp and piecewise signal

This signal composite of three components, a quadratic trend, chirp signal and
piecewise stationary signals [25].
f(t) = 6t% + cos(10mt + 10mt?) + cos(60mt ) I1(0 < t < 0.5) + cos( 80mt —
10m) 1(0.5<t<1) (3.14)
Thus, for t € [0, 1] the instantaneous frequency varies linearly between 107 and 30r.
So, the spectrum of the chirp mode is placed at the peak of 20m. The expected
spectral peaks of the piecewise components are at 60n and 80r. VMD results are
illustrated in Figure 3.11. The computed center frequencies w; converge exactly the
predicted frequencies. The input signal is decomposed into four modes; therefore the
piecewise signal is presented as two separate modes. The spectral plot of different

modes, show that the spectral separation is nicely estimated.
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Fig 3.8 VMD decomposition of f(t) . (a) Input signal f(t). (b) The signal’s spectrum.
(c) VMD reconstructed signal. (d) VMD’s spectral decomposition.

(e)—(f) Reconstructed modes.
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CHAPTER 4
VMD BASED RF FINGERPRINT AND RESULTS

RF fingerprinting is a technique prepared to catch the unique features of the RF
energy of the emitting devices, to identify mobile phones and other transceivers. The
RF fingerprinting system Fig.4.1 is designed to identify set of Bluetooth signals
emitted from a set of mobile phone devices. The carrier frequency bandwidth of the
Bluetooth signal ranges from 2400 MHz to 2483.5 MHz.

Bluetooth signal

Data
collection

\ 4

ES
[ Detecton }
o
=3

A 4

Feature
Extraction

Classification

Figure 4.1 VMD based RF fingerprinting system
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When the mobile device is switched on, the spreading signal of the device includes a
channel noise portion, transient portion, and steady state portion. The transient part is
produced by hard ware "manufacturing imperfection”. The characteristics of this
transient signal are generated from the instantaneous amplitude, instantaneous phase
and instantaneous frequency. The VMD-RF fingerprinting system includes the
following elements to be discussed:

1) Data collection: obtains the radio frequency signals generated by the emitting
devices (Bluetooth devices).

2) Transient detection: is an important part in fingerprinting process, contains
specific features of the emitting devices. Before transient detection, signal filtering is
needed to reduce unwanted frequency components including noise.

3) Signal decomposition: In this subsystem VMD is applied to transient signals to
create band-limited modes and to eliminate variations that may corrupt signals and
affect signal identification.

4) Features extraction: The transient region of the being treated RF signals includes
the particular characteristics of the emitting devices. These characteristics can be
extracted at this stage.

5) Classification: This part of the system picks up the particular characteristics and
establishes a relationship between the received RF signals and the transmission

devices from which they were generated.

4.1. Data acquisition

The main purpose of our study is to test and examine the classification and
identification steps correctly. This can be achieved using guaranteed real data and
accurate procedures. Bluetooth signals were captured in the laboratory. The
laboratory is located in an isolated location (underground) where no other equipment
is operating, as any variation in temperature or humidity status may impact the
accuracy of the identification. Temperature and humidity are kept constant in the
laboratory. Figure 4.2 illustrates the signal collection system. The data is collected

and stored in the laboratory.
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The carrier frequency bandwidth of the Bluetooth signal ranges from 2400 MHz to
2483.5 MHz are received by a typical modem antenna and then delivered into an
oscilloscope (4GHz).

In order to keep the (Signal/Noise) Ratio (SNR) at a high level, the distance between
the antenna and the mobile phone is maintained about 30 cm.

The captured signals were digitized with ADC with a sampling frequency of at least
4.8 GHz. For a 2.4 GHz signal, the ADC should have a sampling frequency of at
least 4.8 GHz, according to Nyquist theory.

Oscilloscope

Antenna

Data processing

Cell phone

Figure 4.2 Signal acquisition systems
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Figure 4.3 Collected BT signals. (a) Huawei-G5A,
(b) I-phone-7A, (c) LG-G4A, (d) Sony-C4A

Using this information, BT signals were recorded using a sampling frequency of 20
GHz. For example, typical forms of the four different signals collected are shown in
Figure 4.3. These are collected from Huawei-G5A, Iphone-7A, LG-G4A and Sony-
C4A respectively. Bluetooth signals radiated by mobile phones were received in the
laboratory by an oscilloscope device of sampling rate (20 GSPS). One hundred and

fifty Bluetooth signals were cached for each cell phone.
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Five brands (Huawe, I-Phone, L-G, Samsung, and Sony) of ten various models were
chosen for the testing. Two models were selected for each mobile phone brand, and
two mobile phones with various serial numbers were selected for each model.
Therefore, a data set of twenty mobile phones containing one hundred and fifty
transient signals was formed for each mobile phone. These transient signals were
sufficient to perform strong testing of identification success and extracted features.
Mobile phones, models and brands are presented in Table 4.1. Characters A and B
describe the serial number of devices of the same model and brand. Figure 4.4.
shows the recorded signal which contains a noise portion , transient part and steady

state part.
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Figure 4.4 Filtered normalized BT signal

The recorded signals include unwanted frequency components produced after
recording using an oscilloscope device, so filtering is required. The Band Pass Filter
(BPF) is needed to remove these components. BPF with cut-off frequency 2400 MHz
and 2485 MHz. Figure 4.5 illiterates the same signals as shown in Figure 4.3 But
only after filtering and normalization. Since the transmitted signals have different
amplitudes, normalization is needed to shift the amplitudes of the signals to the same

level.

37



We need normalization because it scales all numeric variables between zero and one.

In this case, normalization makes it easier to compare data from different locations.

Table 4.1. Brands and models of mobile phones

Class No. Brand Model
1 Huawe G5-A
2 Huawe G5-B
3 IPhone 5S- A
4 IPhone 5S-B
5 IPhone 6S- A
6 IPhone 6S- B
7 IPhone 6S Plus -A
8 IPhone 6S Plus- B
9 IPhone 7-A
10 IPhone 7-B
11 L-G G4 -A
12 L-G G4-B
13 Sam-sung Note3 -A
14 Sam-sung Note3 -B
15 Sam-sung S3-A
16 Sam-sung S3-B
17 Sam-sung 34 -A
18 Sam-sung S4 -B
19 Sony C4- A
20 Sony C4-B
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Figure 4.5 Filtered normalized transients of BT signals. (a) Huawei-G5A,
(b) Iphone-7A, (¢) LG-G4A, (d) Sony-C4A

4.2. Transient detection

Transient detection is required after the recorded signal is filtered. Transient
detection is a very important step in the RF fingerprint process. If a transient signal is
not detected precisely then the characteristics extracted from the received signal do

not show the correct unique features of the transmitting devices.
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Because in this case the detected transient signal will contain a part of the noise
channel and a part of the steady state region. Detection process of transient signal is
an important stage to classify and distinguish emitting devices with transient signal
based RF fingerprinting approaches. Therefore the obtained transient signal should
be filtered and normalized before the detection process. Transient detection can be
obtained based on signal properties like (frequency, amplitude, energy and phase). In
order to obtain accurate transient detection, implementation of different methods has
been studied in the literature. These techniques depend on signal characteristics such
as amplitude, phase and energy. The most popular transient detection method was
based on the energy envelope of signal. This method was developed in [44] and was
used for transient detection in our study. Fig 4.6 shows the detected transients of BT
signals. The transient is detected from the transmitted signal via the following steps
based on energy envelope [45]:

1. The signal should be filtered and normalized.

2. Obtaining the signal envelope by calculating the instantaneous amplitude of the
transmitted signal using Hilbert Transform.

3. Window the energy envelope into non-overlapping windows.

4. Take the mean of the sliding windows, let the samples of the sliding windows start
from i point.

5. Apply a threshold on the energy envelope and then compare the mean of the
sliding window with the value of energy E(i) based on a certain threshold.

6. By the same technique the max local point at the end of the transient is detected.

7. The point is represented by the first positive slope of sliding window after the

local maxima.
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Figure 4.6 Detected transients of BT signals. (a) Huawei-G5A,
(b) Iphone-7A, (c) LG-G4A, (d) Sony-C4A

41



To measure the success of the RF fingerprint approach with real noise situations, the
recorded noise captured at various scales was randomly added to the captured
transients that were originally received at a high level of (signal/noise) ratio (SNR).
The SNR levels of the transient signals are decreased by adding portion of the
recorded signal noise to the corresponding transient signals. The noise portion is
weighted and added to the transient signal for each record of each class. The weight
factors are varied such that the SNR levels of noisy transients are classified into
different levels. For this objective, three variant data sets with various levels of SNR
have been generated.
The SNR levels of the data sets are estimated at 1) low level (5 dB: 10 dB), 2)
medium level (10 dB: 15 dB) and 3) high level (15 dB: 25 dB). They are the same
datasets SNR levels used in the HHT method to compare the performance of both
methods, VMD and HHT.
Three other datasets with lower SNR levels have been created to measure the
performance of VMD-modes method compared with VMD-reconstruction transients'
method. They estimated as (-5 : 0 dB), (0 : 5 dB) and (5 : 10 dB).
The SNR of the noisy transient are calculated based on the following equation:

SNR = 10log;o (> — 1) (4.1)
Where (s) is noisy signal and (n) is noise.
The symmetric distribution of the noisy transient SNR levels is generated to match
the Gaussian distribution (see the histogram in Fig 4.7 and Fig 4.8), so that the
median of noisy transients SNR approximately equal its mean. This guarantees an
appropriate distribution of the data SNR of all SNR levels. Consequently, sensible
results can be achieved. Once the different levels of noisy transient are generated the

overall features are extracted from the noisy transients.
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Figure 4.7 A histogram of SNR values of noisy transient records (15dB-25dB)
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Figure 4.8 A histogram of SNR values of noisy transient records (0dB-5dB)
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4.3. Features extraction

The BT transmitted signal contains a RF fingerprint. The signal RF fingerprint is
associated with the cell phone brand, model and serial number. The RF fingerprint
composed of bunch of unique features. The characteristics of signal such as
instantaneous frequency f(n), instantaneous amplitude a(n) and phase @(n) can be
used to obtain the RF fingerprint.
To compute a(n), @(n) and f(n) , the real transient signal x(n) is transformed into
analytic signal (I and Q data) by a Hilbert transform [46]. The complex form is
useful in the calculating of instantaneous amplitude, frequency and phase. We can
define the complex signal £(n) as
£(n) = x(n) + jH{x(n)} = A(n)e/f™ (4.2)
£(n) = x(n) + j(h(n) » x(n)) (4.3)

Where the impulse response h(n) = % :

The complex time domain signal X(n) written in the expression:

£(n) = £,(n) + xo(n) (4.4)
Instantaneous amplitude, a(n), phase, @(n), and frequency, f(n), given by
a(n) = /[, ()] + [£,(n) ]2 (4.5)
Y £71C)
@®(n) = tan™? ﬁ,(n)]’ (4.6)
_ 8(m)-9(n-1)
fn) = =500 (4.7

The instantaneous amplitude, frequency response and phase are simply centered

using
a.(m) = a(n) — g (4.8)
fem) = f(n) — pf (4.9)
Deni(n) = Bpy(n) — pgm (4.10)

Where N is the number of samples in the signal and u, , uy are amplitude and

frequency means. @,,;(n) is the resultant non-linear phase response given by
Dni(n) = B(n) — 2mpp(n)At (4.11)
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Then the sequences a.(n), f.(n) and @.,;(n) are normalized by dividing by the
maximum value. Statistics are calculated after the sequences are centered and
normalized [47-50]. The statistics for a randomly centered and normalized sequence

v(k) with N, samples are:

0} = 3 ity lv(k) — o) (4.12)
Yo = o Ziealv () = ) (4.13)
v= U%N a w(k) — 9]t (4.14)

Where v(k) represents any of the sequences given in equations (4.12), (4.13), and
(4.14) after they normalized. The number of features can be created by using these
sequences with these three high order statistics. The purpose of RF fingerprinting
process is to get sufficient properties to classify the BT transceiver from other
transceivers.

The features that are used in this study are created from the reconstructed transient
signals and the decomposed modes of the transient signals. Nine features are
generated from each reconstructed transient signal and twenty seven features from
decomposed modes (nine features of each mode). The main features are illustrated in
Table 4.2. To show the robustness of created features before applying the classifier,
two types of plots are used, namely, box plot and conventional two dimensional
Matlab plot. Characteristics of the descriptive statistics can be visualized by means of
boxplot of data. The boxplot (see Fig.4.9) is a standard way of showing data
distribution based on a five criteria:

The minimum, first quarter Q1, second quartile Q2, third quartile Q3 and the
maximum. The first quartile (1st quarter) is the value of the data tested, with twenty-
five percent of the data values less than (Q1) point. The second quartile (2nd quarter)
also called the median is the value that located between the first and the third
quartiles, which equal fifty percent of the data set or the interquartile range (IQR).
The interquartile is defined as the length of data box (IQR=Q3-Q1). Twenty-five
percent of data values are greater than the third quartile (Q3) point. The red line in
the middle of data box clarifies the fifty percent of data values. The whisker limits
are indicated by the minimum (lower adjacent) value and the maximum (upper

adjacent) value.
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These limits can be calculated by multiplying the interquartile range (IQR) by the
value (1.5) and add to the seventy- five percent (Q3 ) to get the maximum limit or
subtract from the twenty- five percent (Q1) to get the minimum limit. Outlier values
are data set values outside the whisker limits [51].

The widely used box plot is implemented to the variance (VAR) of transient signals’
instantaneous phases of the twenty introduced classes. That is illustrated in Fig. 4.10
and Fig. 4.12. By means of the box plot a clear picture of the interference among
classes feature can be seen. Moreover, by using the box plot, the percentage of the
data concentration can be recognized. As seen from Fig.4.10, there are statistically
significant differences between some of the statistics of different classes while some
of them are close to overlap. If the box values included the whiskers for a given
device are separated from the box values of the other devices considered, the feature
can be fully separated and if only the whiskers are not separated, then the device
being considered will be almost separable feature.

Because of the separation property, the variance (VAR) of transient signal
instantaneous phase is one of the most robust features. This feature is created from
instantaneous characteristics of the reconstructed transient signal. VAR of
reconstructed transient signals’ instantaneous phases of the twenty introduced classes
with 150 records is introduced as an example of the robust features. Fig. 4.11 and Fig
4.13 show a conventional two dimensional Matlab plot of the (VAR) of
reconstructed transient signals’ instantaneous phases. It’s appered from Fig. 4.11 that
some classes are completely separated. For instant, class 20 (Sony C4 B) is
completely separated from class_1 through class_18, however class_20 is partially
separated (nearly separable) from class_19 (Sony C4 A). Some other classes are
nearly separable such as class_1 (Huawei G5 A) and class_2 (Huawei G5 B).
However, there are some classes are barely separated such as class 15
(SamSung_S3_A) and class 16 (SamSung S3 B ). The advantage of the
conventional two dimensional Matlab plot is that by which we can know the number

of interfered records and interfered records’ numbers for each class.
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Table 4.2 Features list

Feature
Feature name
lable
F1 Variance of transient instantaneous phase
F2 Kurtosis of transient instantaneous phase
F3 Skewness of transient instantaneous phase
F4 Variance of transient instantaneous amplitude
F5 Kurtosis of transient instantaneous amplitude
F6 Skewness of transient instantaneous amplitude
F7 Variance of transient instantaneous frequency
F8 Kurtosis of transient instantaneous frequency
F9 Skewness of transient instantaneous frequency
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Figure 4.9 Box plot criteria
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Figure 4.11 Conventional plot of VAR of trans. ins. phases( 15 dB-25 dB)
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4.4. Classification

When a series of characteristic vectors are created, classification can be made. To be
able to classify, characteristic vectors must be divided by training data and testing
data for each Bluetooth device. Training process presented to establish a relationship
between characteristic vectors and the BT device in which they are formed. The
process is accomplished by providing the classifier with a characteristic vector and a
corresponding BT device tag for all characteristic vectors in the training set. Next, a
test set of characteristic vectors is applied to predict the success of the classifier. At
this step, the classifier is fed with each unlabeled characteristic vector in the testing
data, and the classifier bring back the tag of the BT device that most correspond to
the characteristic vectors.
In this work, the nine characteristics that have been created used to perform the RF
fingerprinting of 20 devices each containing 150 records (transients). The created
characteristics are segmented into training data and test data, so that each feature
created by each device is segmented into the training data group by forty percent and
the test data group by sixty percent of the overall data. For each set of data, a linear
support vector machine (LSVM) is applied.
LSVM is an intelligence technique depended on theoretical basis of powerful
statistical learning that is effectively implemented in many real data tests, like pattern
estimation and devices identification [7]. LSVM applied in two stages for
identification objective. In the 1st stage, LSVM is trained with the data group that is
selected as training set. As soon as the LSVM s trained, the decision equation of
LSVM is estimated:

f(x) = sign(w.d(x) + b), (4.15)

In the 2nd stage, an LSVM is applied to the test data for classification according to
the decision equation specified in the training stage.

. The classification function is defined as:
f(x) = sign [(Zle ;Y K(xi,xj)) + b] (4.16)
Where K (x;,x;) is kernel function, o; is i-th mode embedded dimension. Further

description of LSVM in [52-54]. RF fingerprint of extracted features is representing
the subjected data for classifiers. The classifier is firstly trained and then applied to
the test data.
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The training stage of each classification process generates model. The generated
model is used to classify the classes based on the test data. In this study we
considered the classification accuracy of VMD in two cases. The first case, we
measure the classification performance of VMD method using nine features of the
reconstructed transients under deferent SNR levels, 5 dB: 10 dB, 10 dB : 15 dB and
15 dB : 25 dB then compared with an existing method (HHT). In the second case, we
determine the classification performance of VMD using twenty seven features of
VMD-modes under deferent SNR levels, -5dB : 0dB,0dB :5 dBand 5 dB : 10 dB

then compared with the classification performance of VMD-reconstructed transients.

4.4.1 Classification performance of VMD against HHT method

The LSVM classifier is applied to train data to generate a classifier model. The
generated model is utilized to classify the test data based on the classifier training or
learning. The training confusion matrices based on 40% train of high SNR range (15
dB-25 dB) and low SNR range (5 dB-10 dB) datasets are illustrated in Fig. 4.14 and
Fig. 4.16, respectively.

The training confusion matrices demonstrate 97.8% and 96.8% for high SNR range
and low SNR range respectively. The features F1 (VAR of ins. phase) against F6
(SKEW of ins. amplitude) of transient are plotted as scatter plot of the train data for
20 classes (see Fig. 4.15). The scatter plot of the same features for low SNR range is
shown Fig. 4.17. It’s deduced from the features scatter plots that the features’ plots of
each class records are close to each other for high SNR range compared with low
SNR.

The LSVM classifier is used to test a set of data representing 60% of the overall data
to estimate the performance of the classifier after the training procedure. Linear
support vector machine (LSVM) is the most popular technique. It has been tested and
compared with other data classification techniques and achieved the highest

performance for Bluetooth signals [45].
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Figure 4.17 Scatter plot of data features F1 vs. F6 (5dB-10dB)
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Therefore, in our study, LSVM was selected for BT dataset classification. Fig. 4.18
through Fig. 4.20 show the confusion matrices for twenty Bluetooth transceivers (cell
phones) with low SNR level moderate SNR and high SNR, when the classification
results based on VMD reconstructed transients. Fig. 4.18 illustrates the confusion
matrix for twenty Bluetooth transceivers (cell phones) with low SNR level (5dB-
10dB). The first column shows the actual class and the remaining columns show the
predicted class. For example, when class 9 (I-Phone 7A) is tested for classification in
low SNR, it is identified 84.4% correctly as class 9 and 15.6 %, is miss-classified as
class 7 (I-Phone 6S).
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Figure 4.18 Confusion matrix at low SNR range (5dB-10dB)
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However by comparing the classification in moderate SNR and high SNR, class 9 is
identified 94.4 % and 95.6% respectively. While 5.6 % and 4.4% are miss-classified
as class 7 in moderate SNR and high SNR, respectively. The testing shows different
performances for three different SNR ranges of the input data as presented in Table
4.3. It concluded that the correct classification rate of low SNR, moderate SNR and
high SNR is 96.7%, 98.0% and 98.4%. While 59, 36 and 28 records (transients) are
miss-classified out of one thousand eight hundred transient as test data in the

confusion matrix for low level (SNR), moderate level (SNR) and high level (SNR),

respectively.
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Figure 4.19 Confusion matrix at moderate SNR range (10dB-15dB)
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By comparing the classification performance of VMD method and the Hilbert-Huang
Transform (HHT) approach, we concluded that the VMD method was much better
than the HHT approach [45]. We also note that class 9 (IPhone 7-A) offers the
highest transient misclassified cases. A general comparison of the identification
accuracy of VMD and HHT methods is recorded in Table 4.3. Even though the
number of features in our study is lower than the number of features in the HHT

approach [45], the classification accuracy of VMD is still better.
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Figure 4.20 Confusion matrix at high SNR range (15dB-25dB)

Furthermore, we noted that the SNR values used in the VMD method are (2-3 dB)
lower than the SNR values in [45]. Moreover, when the performance of the HHT
method in classifying the classes was examined, it was found that many I-Phone
classes (Fig.13 of [45]) were mis-classified at low SNR levels with a correct

classification rate of 35% and 44.4%.
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While in the VMD method the correct classification rates were 84.4% and 100%
respectively. In the VMD-reconstructed transients method, the highest misclassified
rate was for I-Phone 7 A, where 15.6% of the transients mis-classified as |-Phone 6S-

Plus and the correct classification rate was 84.4%.

Table 4.3 Performance results of VMD and HHT [45]

Method/SNR .
Low Moderate High
Level
Proposed method 96.7% 98.0% 98.4%
(VMD) (5:10dB) | (10:15dB) | (15:25dB)
Hilbert-Huang
79.3% 82.1% 90.5%
Transform
(8:10dB) | (12:15dB) | (18:23dB)
(HHT) [45]

4.4.2 Classification performance of VMD-modes

Twenty BT devices each with 150 transients of different models and serial numbers
which presented in table 4.1 are used in this study. Nine features perform the RF
fingerprints of Bluetooth classess are extracted of each reconstructed transient. Fig.
4.21 shows the amplitude skewness and phase variance of VMD-reconstructed
transients. Twenty seven feature vectors are extracted for the three decomposed
modes (Nine features each mode).

Fig. 4.22 shows the amplitude skewness and phase variance of VMD-modes. As seen
from these figures, there are statistically significant differences between some of the
statistics of different classes while some of them are close to overlap. LSVM
classifier was trained with a 40% training data (sixty records per class) of the overall

data (one hundred and fifty records per class).
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Figure 4.21 Features of VMD-reconstructed transients for 20 cell phones. (a) SKEW
of INS-AMP, (b) VAR of INS-PH
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Figure 4.22 Features of VMD-modes for 20 cell phones. (a) SKEW of INS-AMP for
mode2, (b) VAR of INS-PH for mode2
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After the LSVM training, it is supplied with test data containing 60% (ninety records
per class) of the overall data set. Fig. 4.23 through Fig. 4.26 show the confusion
matrices for twenty Bluetooth devices under low SNR (-5 dB : 0 dB) and moderate
SNR level (0 dB : 5 dB) for VMD- reconstructed transient method and VMD- modes
method.

The first column of each confusion matrix represents the output class, the remaining
columns show the target class and the diagonal represents the percentage of correct
classification. Testing shows different performances under three different SNR
ranges of the input data is recorded in Table 4.4.

As presented in the table the correct classification average of low SNR level,
moderate SNR level and high SNR level is 67.5%, 87.3% and 96.7% based on
VMD-reconstructed transients and 70.1%, 91.0% and 97.1% based on VMD-

decomposed modes.

Table 4.4 Classification accuracy

Low Moderate | High
(-5:0dB) | (0:5dB) | (5:10dB)

Method/SNR Level

VMD-modes method 70.1% 91.0% 97.1%

67.5% 87.3% 96.7%
VMD-reconstructed transient method
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Figure 4.23 Confusion matrix of VMD- reconstructed transients

at SNR range (-5dB : 0dB)

Classification performance of VMD-modes method is better than VMD
reconstructed method. Moreover, when device based performance is studied for
VMD-reconstructed transient method, it was found that several of 1-Phone models
were misclassified (the lowest average classification rate of 59% was obtained) at
moderate SNR level while the lowest correct classification average in VMD-modes
method was located as 68% (the highest misclassified transients are of device 6
(IPhone 6S- B) which is mis-classified as class 5 (I-Phone 6S A)) see Fig. 4.25 and
Fig. 4.26.
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On the other hand from features representation in Fig. 4.21 we can note that features
of deviec 5 and device 6 are completely overlapping while features created by VMD -
modes Fig. 4.22 are nearly separated which is increased the performance

classification about 4% with respect to VMD- reconstructed method.
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Figure 4.24 The confusion matrix of VMD-modes at SNR range (-5dB : 0dB)
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Figure 4.25 The confusion matrix of VMD-reconstructed transients

at SNR range (0dB : 5dB)
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Figure 4.26 The confusion matrix of VMD- modes at SNR range (0dB : 5dB)
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CHAPTER 5

CONCLUSION

In this study, noise robustness is considered to indicate the VMD efficiency in terms
of noise presented in the input signal, we applied a series of simulation test signals
under different important parameters such as lagrangian step time (t), modes number
(2) and balancing parameter alpha (o). To demonstrate the performance of the VMD
method for signal interrupt, we applied VMD to a simulation noisy signal consisting
of three modes (Z=3). Since our goal is to eliminate noise from the input signal, it is
not to get a exact reconstruction signal, the lagrangian multiplier is efficiently turned
off by setting the value at zero, just selecting the time step T = 0. The appropriate
value of the number of modes with (Z = 3) was selected. The achievement of the
technique is measured in terms of (signal / noise) ratio (SNR) metric. Based on the
simulation results, it is concluded that the strongest mode of low frequency is
reconstructed clearly with high SNR (SNR=35dB) and the medium-strong signal is
recovered with (SNR=17 dB), but the high frequency mode which is a weak signal is
affected by the noise and the mode frequency is captured correctly (SNR=5 dB).
When the parameters (Z, «) have an inappropriate value, the results will affected.
The effect of over- and under-segmentation of the given data is examined, by
changing the values of the parameter (Z) into a few modes and many modes. For
under-segmentation (Z=2), there will be sharing between the neighboring modes
where some modes are contained in other modes for small alpha (@=100), or mostly
discarded modes for big alpha (@ = 10000 and no Lagrangian multipliers).

On the other hand, when over-segmentation (Z=4), and small band width control
parameter (« = 100), one or several modes get noisy and broad spectral density. For
large value of (a =10000), the center frequency of two or more modes get matched
(mode duplication) and some of important parts of signal spectrum shared with
others. This leads to the choice of parameters should be defined in advance to get

strong robustness of VMD decomposition method.
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Since too many of modes drive to unnecessary VMD information and few modes
cause mode mixing in VMD results. Then, it is important to find the most
appropriate mode (Z) value for the accuracy and efficient computation of the VMD.
A combination of VMD and correlation coefficients (CCs) is used to minimize the
number of modes (Z) and separate the simulation signal into intrinsic mode functions
(IMF). Then the IMFs are separated into noisy IMFs and useful IMFs according to a
selected threshold value of the CC. The noisy IMFs are discarded while the
reconstructed useful IMFs are used in the denoising realization.

The performance of a VMD approach is measured over a simulation signal at
different noise values ranging from -10 dB to 5 dB. The results demonstrate that the
relationship between the input signal SNRs and the output signal SNRs is
proportional to each other, if the input SNR increases the output SNR increases and
the RMSE values decreases. The VMD method is implemented to the input noisy
signal with different values of band width control parameter a, while keeping the
other parameters fixed to measure the effect of a parameter on VMD performance.
Output SNRs of denoised signal is increasing with increasing of (a) parameter and
the relation between input SNRs and output SNRs is proportional, for high input
SNRs, we have high output SNRs. Increasing the value of a will decrease the band
width, which may causes a problem of not capturing the right center frequency, while
the wide band width resulted by using too small a leads to noisy recovered modes.
In this work, we presented an identification method of Bluetooth devices based on
the features of VMD-reconstructed transients. The method has three major stages: In
the first stage, two models were selected for each mobile phone brand, and two
mobile phones with various serial numbers were selected for each model. Therefore,
a data set of twenty mobile phones containing one hundred and fifty transient signals
was formed for each mobile phone. The formed transient signals are filtered by BPF
and normalized before the detection process. The most popular transient detection
method was based on the energy envelope of signal was used for transient detection

in our study.
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In the second stage, each Bluetooth transient signal is decomposed into a several
band limited modes. Then these separated modes are added to generate the input
transient signal. In the third stage, different statistical features are extracted such as
variance, kurtosis and skewness. These features are created from the reconstructed
transient signals and the decomposed modes of the transient signals. Nine features
are created from each reconstructed transient signal and twenty seven features from
decomposed modes (nine features of each mode). To illustrate the robustness of
created features before applying the classifier, two types of plots are used, namely,
box plot and conventional two dimensional Matlab plot. In the final stage, a LSVM
classifier is used to classify the twenty BT classes (mobile phones) under various
SNR condition. In order to test the performance at different SNR levels, the transient
signals with SNR values of (5-10dB), (10-15dB) and (15-25dB) are created for
testing. The classification performance demonstrated that the proposed technique
obtained a high performance. We evaluated the performance of the proposed method
on twenty mobile phones with 150 transients per device by using the correct
classification percentage. There are many works related to our study but we chose
Hilbert-Huang Transform (HHT) method as reference since this work shows the
(HHT) performance with the same data set that we used in our work. In order to
estimate the achievement of our proposed method, we make a comparison with the
current (HHT) method in terms of correct classification average. Results show that
our proposed VMD classification approach overcomes the existing (HHT) method at
different ranges of SNR. The high performance of proposed method achieved
because of advantages of VMD. Another advantage of this study is that we have used
less features than the previous study (HHT), that uses more than 13 features but we
have achieved better performance using only 9 features. On the other hand we studied an
identification method for Bluetooth devices based on features of band-limited modes
for BT transient signals. Band-limited modes are generated from BT transient signals

by using variational mode decomposition (VMD).
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Different statistical features are extracted from the band-limited modes, including
variance, kurtosis and skewness. Twenty seven features (nine features of each mode)
are extracted from the decomposed modes. The LSVM classifier is used to
distinguish the twenty Bluetooth classes (mobile phones) under various SNR ranges
(-5:0dB), (0:5dB) and (5:10dB) based on the features of modes. The obtained results
demonstrate that the classification achievement of VMD-modes technique is better
than VMD-reconstructed transients (4% higher accuracy). VMD-reconstructed
transient is a sum of the band-limited modes which is generated by VMD. The
identification improvement is due to the decomposed modes which include
individual characteristics of the classes and also the number of features in the VMD-

modes technique is bigger than that in VMD-reconstructed transient technique.
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APPENDIX A

VMD CODE

function [f1_hat,u, u_hat, omega,xr] = VMD(t1,T1,f1, alpha,Z)

N =500;tol = 1e-7; tau=0; DC=0;

f1_hat = fftshift((fft(f1)));

f1_hat _plus = f1_hat; f1_hat_plus(1:T1/2) = 0;

% extend the signal by mirroring

f_mirror(1:T1/2) = f1(T1/2:-1:1);

f_mirror(T1/2+1:3* T1/2) = f1,

f _mirror(3* T1/2+1:2* T1) = f1(T1:-1: T1/2+1);

f=1f_mirror;

% Time Domain 0 to T (of mirrored signal)

T = length(f);

t=(Q:T)/T;

fregs = t-0.5-1/T;

Alpha = alpha*ones(1,2);

f_hat = fftshift((fft(f))); f_hat _plus=f hat; f hat plus(1:T/2)=0;

u_hat_plus = zeros(N, length(freqs), Z);

omega_plus = zeros(N, Z); % Initialization of omega_z

lambda_hat = zeros(N, length(freqs));

uDiff = tol+eps; n =1; sum_uz =0;

while (uDiff > tol && n<N)

z=1;

sum_uz = u_hat_plus(n,:,Z) + sum_uz - u_hat_plus(n,:,1);

u_hat_plus(n+1,:,z) = (f_hat_plus - sum_uz -

lambda_hat(n,:)/2)./(1+Alpha(1,z)*(fregs - omega_plus(n,z)).”2);
% update first omega if not held at 0

omega_plus(n+1,z) =0;
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for z=2:Z

sum_uz = u_hat_plus(n+1,:,z-1) + sum_uz - u_hat_plus(n,:,z);
u_hat_plus(n+1,:,z) = (f_hat_plus - sum_uz -
lambda_hat(n,:)/2)./(1+Alpha(1,z)*(fregs - omega_plus(n,z)).”2);

% center frequencies

omega_plus(n+1,z) = (freqs(T/2+1:T)*(abs(u_hat_plus(n+1, T/2+1:T,
2))."2)")/sum(abs(u_hat_plus(n+1,T/2+1:T,z))."2);

end

% Dual ascent

lambda_hat(n+1,:) = lambda_hat(n,:) + tau*(sum(u_hat_plus(n+1,:,:),3) -
f_hat_plus);

n=n+l; uDiff=eps;

fori=1:Z

uDiff = uDiff + 1/T*(u_hat_plus(n,:,i)-u_hat_plus(n-1,:,i))*conj((u_hat_plus(n,:,i)-
u_hat_plus(n-1,:,1)))"

end

uDiff = abs(uDiff);

end

%------ Post processing and cleanup

N = min(N,n); % discard empty space if converged early

omega = omega_plus(1:N,:);

% Signal reconstruction

u_hat = zeros(T, 2);

u_hat((T/2+1):T,:) = squeeze(u_hat_plus(N,(T/2+1):T,:));
u_hat((T/2+1):-1:2,:) = squeeze(conj(u_hat_plus(N,(T/2+1):T,)));
u_hat(1,:) = conj(u_hat(end,:));

u = zeros(Z,length(t)); % size 2000

forz=1.Z
u(z,:)=real (ifft(ifftshift(u_hat(:,2))));
end

u=u(:,T/4+1:3*T/4); % remove mirror part
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% recompute spectrum

clear u_hat;xr=0;

forz=1.Z
u_hat(:,z)=fftshift(fft(u(z,:)))";
xr=xr+(u(z,’));

end

%0--------m----- Visualization

% For convenience here: Order omegas increasingly and reindex u/u_hat
[~, sortIndex] = sort(omega(end,:));

omega = omega(:,sortindex);

u_hat = u_hat(:,sortIndex);

u = u(sortindex,:);

figure('Name', 'Composite input signal' );

plot(t1,f1, 'z');

set(gca, 'XLim', [0 1]);

figure('Name', 'Input Transient spectrum’);

loglog(freqsl(T1/2+1:end), abs(fl_hat(T1/2+1:end)), 'z");

set(gca, 'XLim', [1 T1/2]*pi*2, "XGrid', 'on’, "YGrid', 'on’, "XMinorGrid', 'off’,
Y MinorGrid', 'off");

ylims = get(gca, "YLim");

hold on;

set(gca, "YLim', ylims);

figure('Name', 'Evolution of center frequencies omega’);

for z=1:Z

semilogx(2*pi/(1/T1)*omega(:,z), 1:size(omega,l), linestyles{z});

hold on;

end

set(gca, "YLim', [1,size(omega,l1)]);

set(gca, 'XLim', [2*pi,0.5*2*pi/(1/T1)], 'XGrid', 'on’, "XMinorGrid’, 'on’);

figure('Name', 'Spectral decomposition’);
loglog(freqsl(T1/2+1:end), abs(fl_hat(T1/2+1:end)), 'z:");
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set(gca, 'XLim', [1 T1/2]*pi*2, 'XGrid', 'on’, 'YGrid', 'on’, 'XMinorGrid', 'off’,
Y MinorGrid', 'off");

hold on;

forz=1:Z

loglog(freqs1(T1/2+1:end), abs(u_hat(T1/2+1:end,z)), linestyles{z});
end

set(gca, "YLim', ylims);

forz=1:Z
figure('Name', ['Reconstructed mode ' num2str(Z)]);
plot(tl,u(z,:), linestyles{z}); hold on;

end
figure('Name', 'Reconstructed Transient');

plot(tl,xr, 'z");
set(gca, 'XLim', [0 1]);
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	function [f1_hat,u, u_hat, omega,xr] = VMD(t1,T1,f1, alpha,Z)
	N = 500;tol = 1e-7;    tau = 0;   DC = 0;
	f1_hat = fftshift((fft(f1)));
	f1_hat_plus = f1_hat; f1_hat_plus(1:T1/2) = 0;
	% extend the signal by mirroring
	f_mirror(1:T1/2) = f1(T1/2:-1:1);
	f_mirror(T1/2+1:3* T1/2) = f1;
	f_mirror(3* T1/2+1:2* T1) = f1(T1:-1: T1/2+1);
	f = f_mirror;
	% Time Domain 0 to T (of mirrored signal)
	T = length(f);
	t = (1:T)/T;
	freqs = t-0.5-1/T;
	Alpha = alpha*ones(1,Z);
	f_hat = fftshift((fft(f)));    f_hat_plus = f_hat;     f_hat_plus(1:T/2) = 0;
	u_hat_plus = zeros(N, length(freqs), Z);
	omega_plus = zeros(N, Z); % Initialization of omega_z
	lambda_hat = zeros(N, length(freqs));
	uDiff = tol+eps; n = 1; sum_uz = 0;
	while ( uDiff > tol &&  n < N )
	z = 1;
	sum_uz = u_hat_plus(n,:,Z) + sum_uz - u_hat_plus(n,:,1);
	u_hat_plus(n+1,:,z) = (f_hat_plus - sum_uz - lambda_hat(n,:)/2)./(1+Alpha(1,z)*(freqs - omega_plus(n,z)).^2);
	% update first omega if not held at 0
	omega_plus(n+1,z) =0;
	for z=2:Z
	sum_uz = u_hat_plus(n+1,:,z-1) + sum_uz - u_hat_plus(n,:,z);
	u_hat_plus(n+1,:,z) = (f_hat_plus - sum_uz - lambda_hat(n,:)/2)./(1+Alpha(1,z)*(freqs - omega_plus(n,z)).^2); (1)
	% center frequencies
	omega_plus(n+1,z) = (freqs(T/2+1:T)*(abs(u_hat_plus(n+1, T/2+1:T, z)).^2)')/sum(abs(u_hat_plus(n+1,T/2+1:T,z)).^2);
	end
	% Dual ascent
	lambda_hat(n+1,:) = lambda_hat(n,:) + tau*(sum(u_hat_plus(n+1,:,:),3) - f_hat_plus);
	n = n+1;   uDiff = eps;
	for i=1:Z
	uDiff = uDiff + 1/T*(u_hat_plus(n,:,i)-u_hat_plus(n-1,:,i))*conj((u_hat_plus(n,:,i)-u_hat_plus(n-1,:,i)))';
	end (1)
	uDiff = abs(uDiff);
	end (2)
	%------ Post processing and cleanup
	N = min(N,n); % discard empty space if converged early
	omega = omega_plus(1:N,:);
	% Signal reconstruction
	u_hat = zeros(T, Z);
	u_hat((T/2+1):T,:) = squeeze(u_hat_plus(N,(T/2+1):T,:));
	u_hat((T/2+1):-1:2,:) = squeeze(conj(u_hat_plus(N,(T/2+1):T,:)));
	u_hat(1,:) = conj(u_hat(end,:));
	u = zeros(Z,length(t));     %   size 2000
	for z = 1:Z
	u(z,:)=real(ifft(ifftshift(u_hat(:,z))));
	end (3)
	u = u(:,T/4+1:3*T/4); % remove mirror part
	% recompute spectrum
	clear u_hat;xr=0;
	for z = 1:Z (1)
	u_hat(:,z)=fftshift(fft(u(z,:)))';
	xr=xr+(u(z,:));
	end (4)
	%--------------- Visualization
	% For convenience here: Order omegas increasingly and reindex u/u_hat
	[~, sortIndex] = sort(omega(end,:));
	omega = omega(:,sortIndex);
	u_hat = u_hat(:,sortIndex);
	u = u(sortIndex,:);
	figure('Name', 'Composite input signal' );
	plot(t1,f1, 'z');
	set(gca, 'XLim', [0 1]);
	figure('Name', 'Input Transient spectrum' );
	loglog(freqs1(T1/2+1:end), abs(f1_hat(T1/2+1:end)), 'z');
	set(gca, 'XLim', [1 T1/2]*pi*2, 'XGrid', 'on', 'YGrid', 'on', 'XMinorGrid', 'off', 'YMinorGrid', 'off');
	ylims = get(gca, 'YLim');
	hold on;
	set(gca, 'YLim', ylims);
	figure('Name', 'Evolution of center frequencies omega');
	for z=1:Z
	semilogx(2*pi/(1/T1)*omega(:,z), 1:size(omega,1), linestyles{z});
	hold on; (1)
	end (5)
	set(gca, 'YLim', [1,size(omega,1)]);
	set(gca, 'XLim', [2*pi,0.5*2*pi/(1/T1)], 'XGrid', 'on', 'XMinorGrid', 'on');
	figure('Name', 'Spectral decomposition');
	loglog(freqs1(T1/2+1:end), abs(f1_hat(T1/2+1:end)), 'z:');
	set(gca, 'XLim', [1 T1/2]*pi*2, 'XGrid', 'on', 'YGrid', 'on', 'XMinorGrid', 'off', 'YMinorGrid', 'off'); (1)
	hold on; (2)
	for z = 1:Z (2)
	loglog(freqs1(T1/2+1:end), abs(u_hat(T1/2+1:end,z)), linestyles{z});
	end (6)
	set(gca, 'YLim', ylims); (1)
	for z = 1:Z (3)
	figure('Name', ['Reconstructed mode ' num2str(Z)]);
	plot(t1,u(z,:), linestyles{z});   hold on;
	end (7)
	figure('Name', 'Reconstructed Transient' );
	plot(t1,xr, 'z');
	set(gca, 'XLim', [0 1]); (1)


