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Abstract

The expansion of authoritarianism in the world has led to increased debates about digital
authoritarianism as well as the diffusion of authoritarianism. However, these two topics have
not been addressed together despite the digital world being a strong candidate for diffusion.
This study explores whether digital authoritarian diffusion occurs from China and/or Russia to
Tiirkiye by examining the models of China and Russia and unpacking the Turkish model of
digital authoritarianism. We argue that the Turkish model is inspired by the Chinese and
Russian models, but without the active promotion of those models by authoritarian centers.
Instead, analyses of the legal framework, technology, and surveillance practices suggest that

there is an indirect and passive as well as internally driven process at work.
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Introduction

Authoritarianism has been on the rise around the world in recent decades. An “authoritarian
resurgence” or a “third wave of authoritarianism” reflects the proliferation of authoritarian
systems in the world and the erosion of democratic systems (Brownlee, 2017; Lithrmann &
Lindberg, 2019). While the expansion of authoritarian systems has been a reality, digital
authoritarianism and its diffusion have become particularly important issues with the expansion
of new technological improvements.

Digital authoritarianism as “the use of digital information technology by authoritarian
regimes to surveil, repress, and manipulate domestic and foreign populations,” is the new game
among authoritarian regimes (Polyakova & Meserole, 2019, p. 1). Tools for digital
authoritarianism are commonly used in many autocratic systems and the digital growth of
Chinese and Russian power has led to debates about the diffusion of the Chinese and Russian
models in the digital sphere. Diffusion in the digital sphere is most likely since the rate of
interaction in that realm is high and it can easily lead to learning, copying, or emulation. Digital
authoritarian diffusion could be driven by the usual suspects, namely Russia and China, by
providing models for learning or promoting autocracy directly.

China and Russia represent the “sovereign and controlled internet governance model”
in contrast to the “open model supported by many liberal democracies” (Sherman 2021, p.110)
and, therefore, provide models for authoritarian states to adopt digital authoritarianism. Rather
than favoring the free flow of information through the internet, Russian and Chinese models
focus on online censorship and surveillance worldwide and emerge as models for the diffusion
of digital authoritarianism (Bradford, 2023, p. 46; Polyakova & Meserole, 2019, p. 1; Shahbaz,
2018, p. 1; Sinkkonen & Lassila, 2020, pp. 3-4)._ Due to its_great power status while keeping

its draconian stance in the digital sphere, China, and due to its continuous impact and low-cost

methods, Russia are both considered models for digital authoritarianism. China’s internet

sovereignty discourse and its globally notable national technology scene, combined with similar

technical and requlatory approaches, make China a prominent case for digital authoritarianism.

Moreover, governments within Russia’s sphere of influence “have been early adopters of more

subtle, temporary, legal. or plausibly deniable forms of “next generation” controls, increasing

use of surveillance, proregime content production, behind the-scenes pressures, and court cases

or legal justifications to alter the online informational environment” (Kerr, 2018, p. 3828).

In this study, we analyze digital authoritarianism from two perspectives. First, we

explore the control and manipulation of information in the digital sphere by comparing internet



governance models. Normative approaches and various domestic legal regulations of the
regimes of interest provide a strengthening harmony within both authoritarian and democratic
governance models in the digital sphere. Second, we address surveillance assemblages that
interconnect the physical and digital spheres while utilizing various tools and methods in

tandem to consolidate power and repress or deter opposition and dissent. Since governments

utilize “surveillance, cyberattacks, and disinformation to consolidate their power and expand it

beyond borders” (Michaelsen & Glasius, 2018, p. 3788)_we categorize these activities under

control and manipulation of information and surveillance.

The case of Tiirkiye is vital for understanding the possible influence of authoritarian
powers in the digital sphere as it has demonstrated a rising competitive authoritarian regime
since 2010 (Esen & Gumuscu, 2016) and the increasing use and control of digital resources to
manage opponents. As in every corner of the world, digital surveillance, internet censorship,
and dis/misinformation are all being increasingly applied in Tiirkiye for the survival and
consolidation of the authoritarian regime.

Considering the aforementioned probability of diffusion in the digital area, this study
aims to determine whether there is digital authoritarian diffusion from China and/or Russia to
Tiirkiye by examining the models of China and Russia and unpacking the Turkish model of
digital authoritarianism. It is argued here that the Turkish system of digital authoritarianism has
been inspired by both the Chinese and Russian models. However, it is not possible to identify
an active diffusion mechanism from those authoritarian gravity centers to other authoritarian
regimes. Rather, there is an indirect and passive as well as internally driven process at work.
This research is an exploratory case study that aims to identify diffusion of digital
authoritarianism from China and/or Russia by unpacking the case of Tiirkiye. The article
explores, first, the Chinese and Russian model of digital authoritarianism and, second, it
compares these models with the Turkish model of digital authoritarianism. Such exploratory
research is necessary before examining the mechanisms of diffusion such as learning, or
emulation and this article provides a preliminary analysis for this purpose. The article aims to
show some degree of diffusion of digital authoritarianism from China and Russia towards
Tiirkiye. Demonstrated by the Turkish case. This paves the way for future research that needs
to focus on the mechanisms of diffusion and trace the process.

The next section of this article focuses on digital authoritarianism and diffusion
processes. The second part explores the Russian and Chinese models of digital authoritarianism

while the fourth unpacks digital authoritarianism in Tiirkiye and positions Tiirkiye’s approach



to the digital sphere by focusing on surveillance, internet censorship, dis/misinformation, and

various other policies. The final section provides the concluding remarks.

A New Game in Town: Digital Authoritarianism and Its Diffusion

Digital authoritarianism, as the authoritarian states usage of the digital technology for
repression, surveillance and manipulation emerge as the usage of new technologies has become
a tool for both insurgency in authoritarian regimes and repression by authoritarian centers
(Polyakova & Meserole, 2019, p. 2). While digital advancements empower the repressed in the
face of existing regimes by providing alternative means for revolution, such as social media,
repressors have also gained new tools for surveillance and manipulation. Advances in
technology have provided new resources for authoritarian regimes to control the masses via
censoring, surveillance, misinformation, and disinformation. In short, digital authoritarianism
is “a way for governments to control their citizens through technology” (Shahbaz, 2018, p. 2)
and it “facilitates power consolidation” (Sherman, 2021, p. 108). This is done through
“innovative new technologies, such as artificial intelligence and a facial recognition technology
these days” (Lee, 2022, p. 22).

The digital sphere, particularly with the growing prevalence of the internet, was seen as
a new space that would support democracy and democratization, where freedom of expression
would thrive and government interventions would be impractical, unwarranted, and unwanted
(Allison, 2002, p. 4; Barlow, 1996; Jiang, 2010, p. 71; Kedzie, 1997, pp. 6-8). Simply, the
digital sphere was considered “radically liberal in nature” (Mueller, 2010, p. 5). However, the
prevalence of the internet in authoritarian regimes quickly deflated these views of the
inescapable freedom of the internet, especially with high-profile cases such as that between
Google and the Chinese Communist Party (CCP) in 2010 (Jiang, 2010, pp. 71-72).

Digital authoritarianism includes diverse techniques such as “internet censorship; online
harassment; cyber-attacks; internet shutdowns; targeted persecution against online users” and
many others (Jamil, 2021, p. 9). Both China and Russia support the “sovereign and controlled
internet governance model” rather than the “open model supported by many liberal
democracies” (Sherman, 2021, p. 110). They are, therefore, both opposed to the free flow of
information through the internet and favor online censorship and surveillance in the wider
global arena.

The rise of digital authoritarianism and its diffusion poses several challenges to the
world including its expansion within authoritarian states; its expansion abroad, even for

surveilling the citizens of other countries; its exportation to like-minded regimes; and the



adoption of digital authoritarian tools by democratic countries (Yayboke & Brannen, 2020, p.
2). Therefore, one of the main challenges posed by digital authoritarianism is authoritarian
diffusion, which is suggested to be underway in many countries in different forms via
exportation by authoritarian powers and particularly China and Russia (Yayboke & Brannen,
2020, p. 5). For instance, Vietnam adopted a cybersecurity law that is quite similar to the
Chinese law; Uganda and Tanzania adopted similarly restrictive laws; Malaysia adopted a facial
recognition system within its army; Ecuador implemented surveillance systems that are similar
to those of China; Zimbabwe and Angola signed partnerships with a Chinese company, ZTE,
to implement artificial intelligence systems; and Huawei introduced smart/safe city systems in
more than 100 countries (Matheson, 2020, p. 5; Polyakova & Meserole, 2019, p. 6; Shahbaz,
2018, p. 8; Sherman, 2021, p. 110).

Authoritarian diffusion, or “the process by which institutions, organizations, policies,
strategies, rhetorical frames, norms, etc. which establish, protect, or strengthen authoritarian
rule, are reproduced from one authoritarian system to another” (Ambrosio & Tolstrup, 2019, p.
2744), is being increasingly explored within the literature (e.g., Ambrosio, 2010; Brownlee,
2017; Kneuer & Demmelhuber, 2016; Tansey, 2016; Tolstrup, 2015). However, there is a need
for detailed case studies focusing on authoritarian diffusion in different contexts to confirm the
existence of authoritarian diffusion, because initiatives such as these could merely be the
cooperation of two authoritarian states in the digital sphere rather than signifying authoritarian
diffusion.

The travel of authoritarian norms and policies from one authoritarian system to another
could be either externally or internally driven (Ambrosio & Tolstrup, 2019, p. 2744). In
externally driven processes, external actors are “instrumental in causing other actors to adopt a
particular item” (Ambrosio & Tolstrup, 2019, p. 2744). Therefore, there could be an active
influence of an authoritarian power through autocracy sponsorship and more coercive
techniques (Tansey, 2016, p. 153). In addition, the question of whether the main motivation
behind the autocratic sponsorship is ideological or not brings us to the respective consequences
of autocracy promotion with an ideological motivation or simply resistance to democracy in the
case of no specific ideological baggage (Tansey, 2016, p. 153). Autocracy promotion could be
an external attempt from the authoritarian center to prevent democrats from becoming dominant
in the target country or region, but it could also provide models for emulation, copying, or
learning, which brings us to internally driven authoritarian diffusion (Kneuer & Demmelhuber,
2016, p. 777).



Internally driven diffusion or voluntary forms of diffusion entail actors learning from
other authoritarians in a process that involves the search for a solution abroad to a particular
problem at home (Ambrosio & Tolstrup, 2019, p. 2746). For the survival of the regime, it is
necessary to seek “examples of other authoritarian successes or failures and [apply] those
lessons to their current or expected political situation” (Hall & Ambrosio, 2017, p. 144). In
drawing lessons from other authoritarians, it becomes easier for these actors to develop “a
collection of policies and institutional changes to make them better able to resist democratic
pressures at home and from abroad” (Ambrosio, 2018, p. 121). In such processes, the model
that the lessons are drawn from is vital for the learning, and authoritarian states might drive
authoritarian diffusion simply by serving as models rather than by actively promoting
autocracy. In that case, passive influence from the authoritarian center is at work. Authoritarian
diffusion may also emerge voluntarily via emulation as “a process whereby policies spread
because they are socially valued independently of the functions they perform.” (Meseguer &
Gilardi, 2009, p. 530). Therefore, unlike learning, in this form of diffusion there is no relevance
of the consequences or success of a policy. Instead, “the symbolic and socially constructed
characteristics of policies are crucial” (Maggetti & Gilardi, 2016, p. 5). Emulation involves
policies that “conform to their normative environment” and, therefore, some policies are
accepted “regardless of whether they ‘work’ or not” and some others “will be taboo, even
though they could possibly be beneficial” (Gilardi, 2016, p. 10). Furthermore, competition, as
another form of internally driven or voluntary diffusion, is an additional process whereby actors
may “react to one another in an attempt to attract or retain resources” (Maggetti & Gilardi,
2016, p. 5). Competition can take political, economic, and social forms.

Most importantly, many scholars (e.g., Brownlee, 2017; Casier, 2022; Risse & Babayan,
2015; Way, 2015; Weyland, 2017; Yilmaz & Elikiigiik Yildirim, 2020) have concluded that
there is no such thing as active and intentional sponsorship of authoritarianism pushed by
authoritarian centers. While we might discuss unintentional authoritarian diffusion within the
authoritarian toolbox, with authoritarian models taken for learning, the literature nevertheless
holds that there is no autocracy promotion from the authoritarian centers of China or Russia
(e.g., Yakouchyk, 2019, p. 156). Rather, it seems that cooperation among authoritarian actors
may empower authoritarian regimes without the intentional sponsorship of autocracy (Risse &
Babayan, 2015, p. 384). As Yilmaz and Elikii¢iik (2020) emphasized, there may be
“unintentional consequences” of authoritarian cooperation rather than autocracy sponsorship.
As a result, actors may strengthen a regime through cooperation in different areas and

unintentionally promote autocracy.



Because of the debate within the literature on the existence of authoritarian diffusion,
there is a need for further case studies to explore authoritarian diffusion from authoritarian
centers. The digital realm is conveniently available for diffusion even in remote territories, but
researchers still need to look beyond the traditional means of authoritarianism and expand their
scope to digital authoritarianism. First and foremost, there is a need to unpack the models of

diffusion of digital authoritarianism, which will be explored in the next section.

Russian and Chinese Models for Diffusion of Digital Authoritarianism

The digital sphere has created a new space where political actors, private firms, and the public
actively and increasingly participate on a daily basis. This global information flow necessitates
new and distinct governance approaches towards the digital sphere (Mueller, 2010, pp. 1-2).
The Russian and Chinese models constitute important attempts to govern the digital sphere in
this regard. These cases were selected here because both governments provide insights into
authoritarian diffusion in the digital world. In particular, the internet sovereignty argument of
China, which receives support from Russia, provides “political cover” for other regimes and
actors are more likely to adopt norms and practices that are contrary to dominant trends when
political cover is provided. On the other hand, regimes that are working to strengthen their own
power turn to the models that seem most likely to allow them to meet their goals. Finally, as
relatively strong and stable authoritarian regimes in the global system, Russia and China
constitute general models for like-minded regimes, which includes influence in the digital
sphere (Ambrosio, 2010, p. 382). In this sense, we argue that the cases of Russia and China
both have merit from the perspective of authoritarian diffusion, which enables us to show that
these models are available for potential adopters as the converging goals of both regimes are
somewhat achieved and they provide some level of normative political cover for digital
authoritarianism. We will now summarize the current approaches of these so-called
authoritarian centers, which will subsequently enable us to position the Turkish model relative
to these two models.

The only comprehensive official document detailing China’s internet sovereignty is a
whitepaper published by the Information Office of the State Council in 2010 (Shen, 2016, p.
90). Succinctly, internet sovereignty considers the digital sphere as an extension of the physical
world under the control of a sovereign within its physical borders, in contrast to the Western
view of the internet as a new interconnected and transnational space exempt from any single
government’s control. The whitepaper states the following: “Within Chinese territory the

Internet is under the jurisdiction of Chinese sovereignty. The Internet sovereignty of China



should be respected and protected. Citizens of the People’s Republic of China and foreign
citizens, legal persons and other organizations within Chinese territory have the right and
freedom to use the Internet; at the same time, they must obey the laws and regulations of China
and conscientiously protect Internet security.” It also acknowledges the difference of
governance between states by stating: “National situations and cultural traditions differ among
countries, and so concern about Internet security also differs” (The Internet in China, 2010).
Thus, China has created an isolated alternative digital sphere that functions as an extension of
the country’s physical world. This, in turn, creates a heavily controlled area not unlike
traditional news and media agencies.

The Chinese model for digital authoritarianism has been carefully crafted in recent
decades by engaging with the digital sphere directly via different policies such as building the
Great Firewall of China. The Great Firewall “surveils, intercepts, and blocks internet
transmissions according to the requirements of the CCP” (Qiang, 2021, p. 35). We also see that
the Chinese model relies on ‘“censorship, propaganda and Al-driven population-wide
surveillance” (Qiang, 2021, p. 35). Most importantly, new technologies like facial recognition
systems are used extensively in Chinese digital authoritarianism. China has been trying to
surveil its citizens by linking the internet with the physical world, as done by the social credit
system launched in 2020 to measure the trustworthiness of citizens with both online and offline
data (Polyakova and Meserole, 2019, p. 4). China increasingly uses artificial intelligence for
“facial recognition, identifying persons and patterns of interest through predictive policing and
automating content moderation” (Peterson, 2020, p. 5).

Examples of high-tech surveillance include Skynet, which envisages surveillance of the
masses via the creation of a network of CCTVs and the quick and easy identification of people,
or Sharp Eyes, providing surveillance in rural areas through the installation of cameras in
possible “crowd-gathering places in rural areas” (Qiang, 2021, p. 36). Chinese tech companies
are also developing smart/safe city platforms, incorporating “data analytics and automated
security into a city’s infrastructure in an effort to digitally detect crime, manage city traffic and
improve municipal efficiency” (Matheson, 2020, p. 5). China has thus become the “supplier of
choice for illiberal regimes looking to deploy surveillance systems of their own” (Polyakova
and Meserole, 2019, p. 2). It is the main provider of infrastructure development to many
countries such as Egypt and Tiirkiye through its Digital Silk Road Initiative under the auspices
of the Belt and Road Initiative and the application of systems like smart/safe cities (Qiang,
2021, p. 38; Shahbaz, 2018, p. 8). This proves that such policies do not remain within a

country’s borders; they may transcend those borders and even diffuse to remote territories.



Russia is one of the few states that openly supports China’s internet sovereignty
approach (Budnitsky & Jia, 2018, p. 4). However, Russia’s governance model is rather different
than that of the CCP. The Chinese model relies on state-of-the-art filtering systems to control
or prevent the spread of information in the digital sphere, while the Russian model relies on the
spread of mis/disinformation and intimidation (Morgus, 2022, pp. 89-90). There are two main
reasons for these differences. First, when Russia initially encountered the global internet, the
government did not take the necessary “precautions” to control the flow of information in the
digital sphere. Compared to China, this resulted in stronger economic, technical, and social ties
with the global internet in Russia, resulting in a more interconnected society (Polyakova &
Meserole, 2019, p. 6). The second reason, which is partly due to the first, is that Russia lacks
the necessary know-how and economic strength to create its own national tech giants, social
media platforms, economic power and general infrastructure, or alternatives to the global digital
sphere, which Russian businesses and society rely on. While Russia does offer some alternative
national services and platforms, they are not as successful as their Chinese counterparts. For
instance, Baidu, Yandex, and Alphabet offer services somewhat similar to those of Chinese or
American companies, such as search functions, email, and maps. In other areas, however,
Russia does not have feasible alternatives to the giants of the US and China, such as Alibaba,
Amazon, Huawei, and ZTE. Even the US is struggling to create communication infrastructure
alternatives to Huawei (Janofsky, 2020). In summary, Russia does not have strong alternatives
to Western services and platforms because the country does not enjoy the advantages of China
in terms of population, market cap, and technological infrastructure. This is one of the main
reasons why Russia cannot directly block access to Western services with a blanket ban and
strictly control national services, as China does, without serious economic and social backslash.
However, Russia securitizes the digital sphere for regime survival and argues for internet
sovereignty (Nocetti, 2015, pp. 113, 116). Thus, Russia has had to create a different model,
which is more attractive to authoritarian regimes that do not possess China’s capabilities
(Morgus, 2022, p. 89).

The Russian model includes various techniques to control and govern the digital sphere
in tandem. First, the government controls national services through strict laws and coercion.
One popular example is the story of the founder of VKontakte (VK), Pavel Durov. VK is one
of the biggest social media companies in Russia. However, in 2014 Durov left the company,
stating that he was pushed out because he did not comply with the government’s request for
information about users involved in protests in Ukraine (Toor, 2014). Durov claimed that VK

was now under the control of government allies, and he fled Russia. In 2021, that company was



taken over by the Gazprom and Sogaz groups, which are closely linked to Putin and his allies
(Marrow, 2021b). Durov went on to found Telegram, one of the most popular privacy-focused
online messaging services. In 2018, Russia banned the service after Durov refused to provide
user data to the government. However, due to various techniques utilized by users and by
Telegram itself, the ban was not very effective. In 2020, the government halted its efforts to
block the platform as the cat-and-mouse games between Telegram and the government were
affecting legitimate services such as Google, Amazon, and payment services that businesses
relied on, as well as general digital entertainment and social platforms. The case of this
ineffective ban supports our conceptualization of the Russian model. Russia did not have the
technological capacity to isolate and ban specific Telegram traffic and could not afford a general
ban since the collateral damage impacted other global services while national services were not
available or were not on par with the blocked ones (Ermoshina & Musiani, 2021). In the end,
the government changed its tactics and employed contractors to place advertisements or
incentive messages on certain Telegram channels to spread propaganda and pro-government
discourse via the platform (Kax Telegram-Kananer Cmanu Uncmpymenmom Bracmu, 2018).

The Russian system relies on more of a “combination of self-censorship and
intimidation underpinned by complex, but ultimately highly restrictive, speech and expression
laws and pervasive overt telecommunications surveillance” (Morgus, 2019, p. 89). Therefore,
it makes use of “deterrence provided by punishment and physical control over the offline space
rather than on comprehensive digital surveillance” (Sinkkonen & Lassila, 2020, p. 4). Most
importantly, the Russian model differs from the Chinese with its reliance on repressive laws
and on “information manipulation” based on pro-government propaganda (Morgus, 2019, p.
90). Importantly, Russia “has a more decentralized internet infrastructure than China, and is
therefore relatively more dependent on legislation than on technical capabilities in controlling
content” (Flonk, 2021, p. 1933).

Russia’s reliance on deterrence and repression instead of surveillance could be
attributed to the differences between the regimes’ structures. While both the Chinese and the
Russian government view the digital sphere and the flow of information as threats to their rule,
for Russia the threat vectors are different from those of China. Since the CCP has a stronger
grasp on power compared to the populist rule of Russia, the CCP tends to be more proactive in
this area. While both states securitize issues in the digital sphere and they have similar aims and
goals (Flonk, 2021), the Russian government is more vulnerable to popular dissent compared

to China. Due to these differences, Russia is more focused on the control of information while
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China is working towards creating a more comprehensive and integrated environment between
the digital and the physical world.

Importantly, the high-tech Chinese model is not the only one ready for diffusion. The
low-tech alternative Russian model appeals to countries that do not have the infrastructure
required to apply the Chinese model. As Polyakova and Meserole (2019, p. 7) emphasized, the
Russian model could be “more adaptable globally as emerging authoritarian regimes that cannot
afford China’s high-tech model seek greater control over domestic populations and influence
abroad.” Affordances are also a limitation for most of the “rising” authoritarian regimes as
Chinais able to rely on its gargantuan lucrative market created by the 1.4 billion citizens living
under its rule. This economic power is different from capital investment and almost impossible
to imitate successfully in other countries. Such a unique advantage gives the Chinese
government the ability to block most foreign platforms or services and cultivate its local
alternatives. These alternatives have strong ties to the CCP and are subject to the government’s
wishes and control. One of the many examples of this strategy is the globally popular social
media platform TikTok. Developed by the Chinese ByteDance corporation, TikTok is banned
in China. Instead, ByteDance has an alternative platform called Douyin available in the Chinese
market. “Douyin features restrictions such as blocks on international content and limits on
children’s usage. The Chinese state owns a stake in the [ByteDance] subsidiary that controls its
domestic Chinese social media and information platforms” (Barry, 2022).

While Russia normatively follows the Chinese model, practical limitations push the
government to pursue a more creative and versatile strategy. National companies are largely
controlled by allies of the government or are bound by strict laws, providing critical information
to the government. This, in turn, creates self-censorship among users of the national digital
services and platforms. Global services are sometimes banned, but lately the government tries
to pressure foreign companies to store Russian users’ data and open offices within Russian
territory. Throttling the connections and applying fines for failing to remove content in a timely
manner are also prevalent methods (Marrow, 2021a; Reuters, 2021a, 2021b, 2021c). This dual
approach creates a relatively controlled environment for the authoritarian regime. Since the
Russian model does not heavily rely on technological capacity or highly successful national
tech giants, it is more accessible for other authoritarian regimes.

Tiirkiye’s approach has some similarities to both the Chinese and Russian models.
However, once again due to practical requirements, the Turkish model also has significant
differences, which are mostly facilitated by Western tech giants’ fear of missing out. To unpack

this, the Turkish model will be explored next.
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Digital Authoritarianism in Tiirkiye: Censorship, Surveillance, and Beyond

Compared to China, where national services and platforms are thriving and Western
services are banned, and to Russia, where national alternatives are somewhat feasible, the
digital landscape of Tiirkiye does not have meaningful national alternatives to digital platforms
and Turkish citizens largely depend on Western services such as WhatsApp, Instagram, X
(Twitter), and Facebook. Accordingly, Tiirkiye’s internet governance model has significant
differences due to technical and market limitations. However, the government’s general
approach to control and surveillance follows the models of China and Russia, particularly
regarding domestic politics in the digital sphere.

Freedom of speech in general and freedom of the internet by extension is not one of the
contemporary Turkish government’s strong suits (Cetinkaya & Gilingordii, 2021). Freedom
House listed Tiirkiye as “partly free” in 2017 and since then Tiirkiye has been considered “not
free” in the categories of global freedoms and internet freedoms by that group (Turkey:
Freedom in the World 2022, 2022). Since 2002, under the strong grasp of the Justice and
Development Party (AKP: Adalet ve Kalkinma Partisi), the governance of the internet has gone

through significant changes. Today, Freedom House reports on Tiirkiye, China and Russia

present similar findings between these countries, especially on the freedom of speech. Number

of repressed or detained journalists are on the rise due to vaguely worded laws, state requlators

control the traditional media, and censorship, detainments and disinformation campaigns by the

government are continue to be prevalent in the digital world in all three countries (China:
Freedom in the World 2023 Country Report, 2024; Russia: Freedom in the World 2023 Country
Report, 2024; Turkey: Freedom in the World 2023 Country Report, 2024).

The move towards the control of the information on the internet began in 2007, when

the government passed a law creating a legal framework to block access to websites related to
categorical crimes such as “incitement to suicide, facilitation of the use of narcotics, child
pornography, obscenity, prostitution, facilitation of gambling, and slandering of the legacy of
Ataturk (the founder of modern Turkey)” (Yesil et al., 2017, p. 5). Since the government does
not provide detailed statistics, independent monitoring groups try to collect information about
the censorship of websites in Tiirkiye. One independent report stated that more than 460,000
websites are currently blocked in Tiirkiye. However, the same report showed that after 2018
there was a steep decline in the number of blocked websites. In 2018, 94,000 websites were
blocked by various government institutions, compared to 61,000 in 2019 and 58,000 in 2020
(Akdeniz & Giiven, 2020, pp. 1-4). We argue that there are two main reasons behind this

decline, which show the evolution of Tiirkiye’s internet governance model. First, the digital
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sphere has become increasingly centralized around social media (Derakhshan, 2015; Holmes,
2013). This results in people relying on social media channels instead of traditional independent
websites and this consolidation has resulted in a shift in the government’s focus. Second, the
Turkish government aims to control the flow of information instead of blocking it, similarly to
the Russian model. Since most of the interactions, dissent, and general information flow are
now taking place on social media platforms, blocking access to relatively unknown websites
started to lose its importance apart from a few widely popular platforms such as news outlets.
Furthermore, blocking websites results in both domestic and international pressure. Due to the
global evolution of the digital sphere, with this reliance on and popularity of global social media
platforms in Turkish society, blocking access to services and platforms is now an ineffective
strategy with major domestic and international political costs. It appears that the government
tends to throttle traffic or regionally block access for a limited time during “crises” instead of
issuing complete bans (Bulman, 2016; Wong, 2016). This refined approach, instead of total
blocks, gained legal standing when the government amended the 2007 law in 2020.

New laws show that Tiirkiye is focused on more efficient and less obtrusive methods to
avoid international and domestic pressure while expanding government control in the digital
world. Tiirkiye’s approach to digital governance puts it in a precarious place. The state supports
the multi-stakeholder governance approach of the West on international issues, but in domestic
politics regulations show that the government adopts the internet sovereignty approach (Eldem,
2020, p. 11). Under the 2020 regulations, social network providers with more than ten million
daily requests from Tiirkiye must take swift action as requested by government agencies and
courts, respond to individual requests, appoint national official representation within the
borders of the country, and provide “any and all documents” to authorities that are required for
the implementation of the regulations ("Regulation of Internet Broadcasts and Prevention of
Crimes Committed through Such Broadcasts”, 2022). Failure to comply with the new
regulations is punishable by a tiered system, which starts with fines and could result in the
throttling of access by up to 90%. Popular services also need to store Turkish users’ data in
Tirkiye (Akdeniz, 2022). These regulations are argued to be aimed at the protection of Turkish
citizens in the digital world by taking precautions against hate speech, disinformation, and
criminal activity. However, “it would be naive to believe that the Internet Law and its recent
amendments aim to tackle ‘only’ hate speech and illegal content on social networks” (Coskun,
2021, p. 10). Due to the numerous recent regulations and amendments, intelligence agencies
can now request information about users without a court order (Eldem, 2020, p. 8). This, in

turn, shows that the “protecting user rights” discourse is borrowed from the West, but in practice
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these regulations follow the information control policies of China and Russia (Eldem, 2020, p.
9). For example, Tirkiye’s practical approach resembles the Russian model with its fines,
throttling, and local data storage. Since these regulations are defended as necessary for the
privacy and security of citizens and follow global democratic norms with similarity to
regulations in Germany, France, and the US (Sar1, 2020), Tiirkiye has some political cover for
its regulations. On the other hand, the effectiveness of the Russian policies provides an easy
way for Tirkiye to mimic authoritarian practices in the digital world. The discourse of
safeguarding the personal data of citizens from corporations and utilizing surveillance for
security purposes seems to be relatively effective since the CCP implements its authoritarian
regulations while hiding behind global regulations such as the EU’s General Data Protection
Regulation for cover (Qin et al., 2022). However, the CCP’s approach created an unexpected
result as “China and the European Union are moving forward with establishing data regimes
that have more in common with each other than with that of the United States” (Sacks, 2018).
Of course, the legal frameworks of the EU and the CCP differ on key issues since the Chinese
model is generally “about securing the Party-State control over cyberspace” (Burnay, 2019, p.
13). Similarly, the Turkish regulations are found to be “intrusive” and “problematic” and
“should be either abolished or revised” (Clayton et al., 2016, pp. 6-7). While liberal
democracies — albeit not without their own issues and debates — pass regulations to protect the
privacy of their citizens, stifle hate speech, and fight crime in the digital sphere, these
regulations enable authoritarian governments such as Tirkiye to follow in China’s footsteps
and create draconian regulations under the cover of the same discourse.

The history of surveillance in Tiirkiye is most comparable to that of Russia as both
regimes strengthened and expanded their control after critical events such as mass protests or
war efforts (Unver, 2018, pp. 94-95). Reports show that today all internet service providers in
Tiirkiye are required to submit hourly updates to the Information and Communication
Technologies Authority (ICTA). These updates include identifiable network traffic information
on all internet users (Eroglu, 2022a, 2022b). According to experts, the unprecedented scope and
amount of collected information give the ICTA both individual profiling and mass surveillance
capabilities. Since there are no official documents explaining the goal of this government
database or who has access to it (Eroglu, 2022c), these practices seem similar to the Russian
System of Operative Investigative Measures (SORM), which is an “Orwellian network that
jeopardizes privacy and the ability to use telecommunications to oppose the government”
(Soldatov & Borogan, 2013, p. 23) by forcing service providers to install required software and

hardware in their systems to provide government agencies such as the Federal Security Service

14



unsupervised access to data (Lokot, 2018, p. 338). SORM’s working principles are parallel to
Tiirkiye’s regulations, as Tirkiye is also known to utilize various digital surveillance methods
including “deep packet inspection and mass digital surveillance platforms, such as the Phorm,
PackageShaper, Remote Control Systems, Hacking Team, FinFisher, and Procera Networks”
(Unver, 2018, p. 95), reflecting technical similarities to the Chinese model. These technical
similarities are also in line with the legal frameworks because the solutions are very similar to
those of Russia and China. For example China also legally requires ISPs to record identifiable
data about their users (Deibert, 2008, p. 265). While it is not possible to clarify whether these
technologies are imported directly or recreated by the Turkish authorities, in principle the end
result shows that effective solutions of authoritarian centers are implemented at both policy and
technical levels.

The lack of clarity in the latest regulations and general criminal law as well as the
traditional freedom of expression performance of Tiirkiye make these regulations “another
advanced censorship tool to protect to government’s own interest” (Akdeniz, 2022) instead of
protecting users or limiting disinformation and propaganda in the digital sphere. Reviewing the
legal fine print or comparing Turkish regulations with liberal counterparts strengthens this
argument, and analyzing the practical implications and applications clarifies the government’s
approach, which is geared towards strengthening control and censorship from the perspective
of regime security. In the end, Tiirkiye’s priorities in its internet policy situate the state closer
to the Russia-China axis in global internet governance debates (Eldem, 2020, p. 10).

The compliance of social media platforms with the new regulations shows that these
services are willing to “put profit above the protection of their users” (Clarke, 2021). The first
company that appointed a national representative to Tiirkiye was VK in November 2020, while
Western services such as Facebook, YouTube, and Twitter did not comply within the specified
legal timeframe and were fined by the government. After numerous fines, YouTube announced
in December 2020 that it would comply with the new regulations, and this was closely followed
by other platforms announcing their compliance in January 2021 (Akdeniz, 2022). The
sequence of these announcements is important because it shows that social media platforms
waited for someone to take the first step: in this case, YouTube. In the end, these companies
were able to point to both the hefty fines and other services’ compliance in efforts to avoid
criticism or pressure from the West. Furthermore, the possibility of traffic throttling, which is
practically the same as blocking access, means that the Turkish digital market could potentially
have become dominated by other services such as VK or Yandex due to their willingness to

cooperate with the regime.

15



Today the general trend among Western platforms is to obey national regulations in fear
of missing out to national alternatives or being forced to exit the market and lose significant
revenue. Examples such as TikTok, which will be storing US users’ data on Oracle’s servers
after pressure from the US government (Wang & Shepardson, 2022), provide a strong argument
for both the compliance of social media platforms and authoritarian governments’ requests.
While the government is able to control the flow of information in the digital sphere through
these strategies, surveillance practices are also a strong indicator of digital authoritarianism in
Tiirkiye. Western providers try to avoid receiving bans or irritating the Turkish government
because the Chinese and Russian examples show that alternative models could practically
prevent them from competing in the market or result in significant revenue loss. While social
media platforms have met with criticism, they claim that they are respecting and protecting their
users’ voices and data in Tiirkiye (Akyol, 2021). However, they are silent on details about how
to achieve their promises in practical terms, which seems infeasible under current regulations

and laws (Akdeniz, 2021; Cetinkaya & Giingordii, 2021), and reports show that even legitimate

journalists and critics can be detained under these regulations (Turkey: Freedom in the World
2023 Country Report, 2024).

Tiirkiye is the leading country in requesting content removals on Twitter and Reddit
(Cetinkaya & Giingordii, 2021). Similar to website blocking, the Turkish government does not
provide statistics about such requests or their contexts, which further abstracts the proportion
of requests that constitute limitations on free speech versus a fight against digital crimes, abuse,
or issues such as hate speech and misinformation. Due to the lack of official statistics, most of
the research on this subject cites social media companies’ transparency reports. However, that
approach is fundamentally flawed in the case of Twitter, as the company states that the reports
are not comprehensive or complete. Researchers analyzing Tiirkiye’s government requests
found “two orders of magnitude more censorship than Twitter officially reports” and the “vast
bulk of censored tweets contained political content” (Tanash et al., 2015, pp. 11-19). While
Twitter admits to its incomplete reporting (Twitter, 2022), the scale of discrepancy suggests
that efforts to ease the tension between the Turkish government and the company by complying
with regulations fully to avoid a complete ban play a significant role here. It should also be
noted that this is not a new strategy; for example, in 2014, “negotiations were afoot so Tiirkiye
could keep Twitter around, and Twitter could accommodate Turkey’s censorship needs”
(Tanash et al., 2015, p. 14). It seems that the government and Twitter were able to create a
somewhat working relationship protecting both sides’ interests as, in recent years, Twitter has

not been blocked in any meaningful way by the government.
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While most research to date has focused on Twitter, other platforms are following the
same path and jeopardizing online free speech and the privacy of Turkish users under the new
regulations (Cetinkaya & Gilingordii, 2021). The legal representative of YouTube and Twitter
in Tirkiye stated the following to the Parliament’s Committee on Digital Outlets: “As you can
imagine, when such legislation is passed at a time when there was hesitation from the viewpoint
of international firms such as ‘Who will do what, should we be the first to do it or not, what
will the effects be?” we think Google’s stance by taking such a step [to appoint a representative]
on January 12, 2021, set an example in terms of efforts to comply with the legislation...”
(Kenez, 2022).

Tiirkiye does not possess the comprehensive capabilities of China or Russia; however,
independent reports show that relatively high-tech strategies are utilized both domestically and
in some neighboring areas. Nation-state spyware concealed as legitimate software was installed
on users’ computers in Hatay, Gaziantep, Adana, Diyarbakir, the Ulus district of Ankara, and
in some Syrian regions that were using the Tiirk Telekom infrastructure with Sandvine
PacketLogic devices (Marczak et al., 2018, pp. 20-21). While the operational knowledge, staff,
and hardware for these operations were provided by Western companies, similar “in-path
network injection” techniques were also used by China’s Great Cannon in 2015 and 2017. A
deep packet inspection method used for blocking websites and digital surveillance is also
utilized by the Great Firewall of China (Brewster, 2016; Marczak et al., 2018, pp. 8-34). The
technical similarities support our proof-of-concept argument that inspiration provided by China
could be effective in Tiirkiye in this context. The utilization of private companies for
surveillance and control in the digital world is part of “a related, emerging problem” (Zittrain
& Palfrey, 2008, p. 31). Although China successfully exports its innovative authoritarian tools
(Feldstein, 2019, p. 8), the lack of available relevant information from Tiirkiye prevents us from
pinpointing active efforts to export digital authoritarianism or separating specific political and
economic driving forces. However, other forces clearly affect the diffusion of digital
authoritarianism (Morgus, 2019, p. 89). Specifically, the Chinese model provides working
examples of digital surveillance and control systems. Since China argues for a more controlled
digital sphere and “successfully” utilizes technology for authoritarian practices, regimes such

as Tiirkiye are able to follow suit with relatively low investments and risks. Indeed, Tiirkiye

ultimately wishes to establish national platforms and services similar to China and Russia

(Topak, 2019, p. 11). On the other hand, the Russian model provides an alternative “low-cost”

pathway for the same goals. Since authoritarian regimes “exchange tools and expertise for

Internet control and promote ideas on how to govern digital technologies at the international
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level.” (Michaelsen & Glasius, 2018, p. 3788). In the end, Tiirkiye cherry-picks from these two
models to create its own model following these technological and normative examples.

Accordingly the Turkive’s authoritarian surveillance assemblage, where widespread

surveillance is centralized at the hands of the government hierarchically (Topak, 2019, p. 4),

shows similarities to both the Chinese and Russian models.

Conclusion

The use of digital technologies by authoritarian regimes to exercise control over the public, or
digital authoritarianism, is on the rise due to both technological affordances and the general
trend towards regulating the digital sphere. While it is not possible to pinpoint the active
promotion of digital authoritarianism, it has a tendency to spread and deepen in the international
system. The research on authoritarian diffusion generally struggles to differentiate between
domestic pressures and international influence (Buzogany, 2017, p. 13). However, we argue
that, unlike the diffusion of political practices and tendencies, the diffusion of digital
authoritarianism is largely exempt from those research challenges. Since surveillance and the
control of information primarily rely on technology, the patterns are easier to separate.
Surveillance technologies provide more robust cases when combined with legal regulations and
discourse, making the diffusion of digital authoritarianism become more clear.

The case of Tirkiye demonstrates that the government borrows its normative
foundations from China’s internet sovereignty approach, focusing on limiting public dissent
and strengthening the government’s influence in the digital sphere. The Chinese model provides
an encouraging template for authoritarian regimes, showing that the digital sphere does not have
to be completely free for the creation of a thriving, innovative technology market as argued by
Western democracies in the past. Instead, research suggests that in the case of advanced
surveillance technologies such as artificial intelligence, authoritarian regimes have significant
advantages over democracies (Karpa et al., 2022, p. 149). While this is an enticing example,
China’s unique advantages are not available to the rest of the world for direct emulation, and
so achieving the same results with different strategies tailored to specific market forces,
technological capabilities, and socioeconomic attributes gains importance.

The Russian model, with its popular national platforms and services with strong ties to
the government, provides another example. Since Russia does not have the technological
capacity or market to create an alternative national digital sphere similar to China’s, focusing
on control by other means is more feasible. This, in turn, makes the Russian model more

practical for other states. However, Tiirkiye has no meaningful national digital platforms to
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influence or bully into compliance like Russia. Since blocking access to global platforms would
be devastating to the developing economy of Tiirkiye and would result in domestic and
international political pressure, the regime initially struggled to create an effective functional
strategy, resulting in ineffective or costly bans. More recent regulations show that the Turkish
model is evolving towards less visible means of control, similar to Russia, while increasingly
utilizing innovative tools and discourses for digital authoritarianism, like China.

The two models analyzed in this study both aim to create a digital sphere under the
influence and control of the government. China achieved that goal by excluding global services,
while Russia relied on the popularity of national services and took them under state control.
When that was insufficient, Russia utilized populist mis/disinformation tactics to beat the
opposition at its own game. Tiirkiye recently capitalized on global trends and created an
alternative digital sphere within the global services by regulations. Since Turkish users cannot
view critical content online, this has created an almost entirely separate sphere within the realm
of the same services. This allows service providers to operate in the Turkish market, the
government to access user information and manipulate the flow of information, and the public
to access popular platforms with a wide variety of content while remaining unaware of censored
critical content.

In conclusion, since there is no concrete evidence of the active promotion of
authoritarian practices in the digital sphere, we argue that the diffusion of digital
authoritarianism is an internally driven and passive process in the case of Tiirkiye. However,
both the proof-of-concept and public opinion perspectives seem to be at play here. Tiirkiye
utilizes technological affordances for surveillance and control in tandem with strict regulations
built behind a facade of Western norms, similarly to both China and Russia, albeit with a
tailored model fitting its own market forces and social structure. The Turkish model reflects the
inspiration and acquisition of the technological prowess of China and the implementation of the
low-tech alternatives and regulations of Russia. Combined with the compliance of global social
media platforms due to their implementation of regulations due to fear of missing out, Tiirkiye’s
brand of digital authoritarianism keeps evolving alongside those of other authoritarian regimes
towards stricter yet less visible means of control.

Further studies are required to analyze like-minded regimes, as the Turkish model is
becoming another potential candidate to further expedite the diffusion of digital
authoritarianism. Since most like-minded regimes do not enjoy the economic or technological

affordances of either China or Russia yet aim to maintain and expand their control by utilizing

19



technology, the Turkish model may prove to be appealing. In this case, rigorous studies

focusing on the various diffusion mechanisms are required to further shed light on this issue.
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