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ABSTRACT

UTILIZATION OF FEDERATED LEARNING FOR 10T DEVICE
SECURITY

Isin, Latife ilayda
MS, Department Of Electrical and Electronics Engineering

Supervisor: Assoc. Prof Dr.Yaser Dalveren

January 2025, 54 pages

The proliferation of 10T devices in critical systems has increased the need for robust
cybersecurity mechanisms. This study investigates the implementation of a Federated
Learning (FL) framework for network intrusion detection, addressing privacy
concerns by decentralizing model training across multiple nodes. Utilizing datasets
such as Bot-loT, TON_loT, UNSW-NB15, and CICIDS2017, we assess the
effectiveness of FL in detecting various attack types, including DoS, DDoS, Man-in-
the-Middle, and brute force attacks. Extensive experiments demonstrate high model
performance, achieving 98.2% accuracy and 97.8% precision on the Bot-loT dataset,
while maintaining competitive results across other datasets. Comparative evaluations
highlight the efficacy of the FL approach against traditional centralized learning
models. Loss and accuracy curves reflect the stability of the training process, and
confusion matrix analyses provide insights into misclassification patterns. This work
underscores the potential of FL as a scalable and privacy-preserving solution for

securing 10T environments against evolving threats.

Keywords: lot, Intrusion Detection, Federated Learning, Cyberattacks.



0z

I0T CiHAZ GUVENLIGI iCiN FEDERE OGRENMENIN KULLANIMI

Isin, Latife ilayda
Yiiksek Lisans, Elektrik ve Elektronik Miihendisligi Boliimii

Tez Yoneticisi: Dog. Dr. Yaser Dalveren

Ocak 2025, 54 sayfa

0T cihazlarinin  kritik sistemlerde yayginlagsmasi, saglam siber giivenlik
mekanizmalaria olan ihtiyaci artirdi. Bu ¢alisma, ag saldir1 tespiti i¢in bir Federe
Ogrenme (FL) gergevesinin uygulanmasini arasgtirmakta ve model egitimini birden
cok diiglimde ademi merkeziyet¢i hale getirerek gizlilik endiselerini ele almaktadir.
Bot-1oT, TON_IoT, UNSW-NB15 ve CICIDS2017 gibi veri kiimelerini kullanarak,
fl'nin DoS, DDoS, Ortadaki Adam ve kaba kuvvet saldirilar1 dahil olmak tizere ¢esitli
saldirt tiirlerini tespit etmedeki etkinligini degerlendiriyoruz. Kapsamli deneyler,
diger veri kiimelerinde rekabet¢i sonuglar1 korurken, Bot-IoT veri kiimesinde% 98,2
dogruluk ve% 97,8 hassasiyet elde ederek yiiksek model performansi gostermektedir.
Karsilastirmali degerlendirmeler, FL yaklasiminin geleneksel merkezi 6grenme
modellerine karsi etkinligini vurgulamaktadir. Kayip ve dogruluk egrileri, egitim
stirecinin istikrarin1 yansitir ve karigiklik matrisi analizleri, yanlis siniflandirma
kaliplar1 hakkinda fikir verir. Bu ¢alisma, IoT ortamlarini gelisen tehditlere karsi
giivence altina almak icin 6lc¢eklenebilir ve gizliligi koruyan bir ¢dziim olarak fl'nin

potansiyelinin altin1 ¢iziyor.

Anahtar Kelimeler: Nesnelerin Interneti, izinsiz Giris, Federe Ogrenme, Siber atak.
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CHAPTER 1

INTRODUCTION

The Internet of Things (IoT) is changing the way devices communicate and work
together, marking a major shift in how technology intgerates with daily life.
Essentially, 10T refers to connecting everyday objects to the internet, enabling
smooth data sharing that drives automation, boosts efficiency, and sparks and
innovation. The rapid spread of 10T has been driven by advancements in sensor
technology, wireless communication, and data analytics, as well as the decreasing
cost of hardware components . These factors have fueled its growth across various
industries, reshaping traditional practices in the process.There are several reasons for
loT's widespread adoption. For one, its scalability and flexibility make it suitable for
a range of settings, from individual homes to large industrial facilities. In addition,
real-time data collection and analysis offer valuable insights that help organizations
improve their operations and make better decisions [1].

IoT is being used in many different fields. In healthcare, for example, loT-enabled
devices support remote patient monitoring, manage chronic conditions, and provide
predictive analytics, leading to better outcomes while cutting costs. In agriculture,
0T is transforming farming with tools like soil sensors and weather monitoring
systems, which use data to optimize farming practices, conserve resources, and
improve crop quality. Similarly, the energy industry uses IoT to monitor and manage
power grids, promoting efficiency and sustainability. Smart cities use 10T to improve
infrastructure, managing everything from traffic and waste to public safety systems.
Retailers are also benefiting by using 10T solutions to track inventory and create
personalized shopping experiences, which streamlines supply chains and enhances

customer satisfaction [2].



The rise of 10T devices has brought unprecedented connectivity, but it has also
introduced significant challenges, especially in managing and securing data. With
their diverse designs and the massive volume of data they generate, 10T systems face
unique vulnerabilities [3]. These devices often function in various environments,
handling vast amounts of unstructured, sensitive data in real time. This dynamic
setup, combined with the limited processing capabilities of many 10T devices, makes

them susceptible to numerous cyber threats [4].

Zero - Day Data Theft

y A4
Low Processing Power

DDoS

A

Malware Weak Encryption

Unsecured Communication Channels

Figure 1. 1. Security Vulnerabilities of IoT Devices and Common Threats

One key solution to IoT security issues is the use of Intrusion Detection Systems
(IDS). IDS are critical for monitoring network activity, spotting unusual behaviors,
and preventing security breaches. However, traditional IDS approaches are often
inadequate for loT settings because cyberattacks are becoming increasingly
sophisticated, and 10T ecosystems are highly complex. Conventional systems are
typically built for fixed network structures and threats, which makes them less
effective for 10T networks' decentralized and changing nature. Additionally, the
limited computing power and memory of IoT devices add to the challenge of

implementing robust security measures [5].

With cyber threats such as zero-day attacks, distributed denial-of-service (DDoS)
attacks, and ransomware growing more complex, new IDS strategies tailored to 10T
environments are essential. Innovative methods, like machine learning-based IDS
and deep learning systems, show promise in detecting and countering advanced

attack patterns [6]. These solutions can handle large-scale, real-time data, improving



anomaly detection and allowing for more proactive threat management. Furthermore,
lightweight yet effective detection techniques can overcome the resource constraints

of 1oT devices, making IDS a practical and efficient security solution.

Device 1 Device 2 Device 3
7y I
Anormal
Normal v Normal

\—> IDS -

l

Alert

Figure 1. 2. Relationship between IDS and IoT Devices

The challenges faced by traditional Intrusion Detection Systems (IDS) in managing
the dynamic and diverse nature of IoT environments have driven researchers to
explore machine learning (ML) as a viable alternative. ML has proven to be a
powerful tool for improving intrusion detection in 0T networks by allowing systems
to adapt to ever-changing threats and uncover complex patterns that conventional

methods often miss [7].

In an ML-based IDS framework, algorithms are trained on historical data containing
examples of both normal and malicious network behavior. By studying these
patterns, the system learns to distinguish between legitimate and harmful activities,
enabling real-time intrusion detection. Various ML techniques, such as supervised
learning, unsupervised learning, and reinforcement learning, are employed to tackle
different challenges in 10T environments. Supervised learning, for instance, relies on
labeled data to classify network traffic, while unsupervised methods identify

anomalies in previously unseen data [6].

The benefits of using ML for 10T intrusion detection are significant. ML-driven

systems can handle massive amounts of diverse data, making them ideal for the
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complex and distributed nature of IoT networks. They are adept at identifying
advanced cyber threats, such as zero-day vulnerabilities and stealth attacks, which
traditional systems often struggle to detect. Additionally, ML models can be tailored

to specific 10T applications, ensuring greater accuracy in identifying potential risks

[8]

Despite its advantages, ML-based IDS approaches come with certain challenges. The
performance of these models heavily depends on the quality and balance of the
training data; poor or incomplete datasets can result in inaccurate predictions.
Moreover, many ML algorithms are computationally intensive, which can be
incompatible with the limited resources of 10T devices [3]. To address this,
researchers are focusing on developing lightweight yet effective solutions that align

with the constraints of 10T systems.

Machine learning (ML)-based intrusion detection systems (IDS) face a range of
challenges, such as limited data quality and resource constraints. To address these
issues, federated learning (FL) has emerged as a promising alternative designed
specifically for the needs of 10T environments. Unlike traditional approaches, FL is a
decentralized machine learning technique that enables devices to collaboratively train
a shared model while keeping their data local. Instead of sending sensitive raw data
to a central server, FL combines model updates from individual devices, ensuring

both privacy and security by minimizing the risk of data breaches [9].

Federated learning is especially well-suited for loT ecosystems because of its
distinctive features. First, it effectively handles the heterogeneity of 10T networks by
allowing devices with different levels of computational power to participate in the
training process. Second, FL’s decentralized approach reduces bandwidth
requirements and cuts down on latency by limiting the transfer of large datasets. This
makes it an efficient choice for 10T devices, which often operate under strict resource
constraints. Additionally, FL’s focus on keeping data on the device helps meet
growing privacy regulations, like the General Data Protection Regulation (GDPR),

ensuring sensitive information stays protected [10].

4



When compared to traditional ML-based IDS solutions, FL offers clear advantages in
securing loT devices. Conventional ML approaches typically rely on centralized data
collection, which can lead to scalability and privacy challenges. FL overcomes these
issues by distributing the computational workload and safeguarding user data.
Moreover, FL allows for faster adaptation to emerging threats in real-time, as model
updates are based on localized, contextual data instead of depending on a single,
static dataset [11]. This localized learning approach also enhances model accuracy by

capturing device-specific behavior and anomaly patterns more effectively.

1.1. Exsisting Challanges

Traditional Intrusion Detection Systems (IDS) have long been a cornerstone of
network security. However, when it comes to detecting attacks within loT
ecosystems, they face significant limitations. The main cause of these difficulties is
the fundamental distinction between traditional networks and loT ecosystems.
Traditional IDS solutions are designed for static, structured networks with
predictable traffic patterns. On the other hand, 10T networks are dynamic, highly
distributed, and composed of a vast range of heterogeneous devices generating
continuous streams of unstructured data. This misalignment makes it difficult for
traditional IDS to handle loT-specific challenges, such as identifying new or
sophisticated cyber threats [12]. Additionally, the high computational demands of
intrusion detection often surpass the capabilities of lightweight 10T devices, further

diminishing their effectiveness.

The integration of machine learning (ML) into IDS has addressed some of these
issues, introducing adaptive and intelligent techniques for detecting advanced
attacks. ML-based IDS leverage algorithms to recognize patterns, classify network
traffic, and identify anomalies using data-driven insights. These systems have proven
effective in detecting complex and previously unknown attack methods, making
them especially beneficial in the fast-changing landscape of IoT security [13].
However, ML-based systems are not without their own challenges. Their

performance heavily depends on high-quality and well-balanced datasets, which can
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be difficult to acquire in real-world 10T scenarios where data is often incomplete or
skewed [14]. Moreover, many ML algorithms require substantial computational
resources, which can overwhelm the limited processing power and memory of IoT

devices, hindering their practical deployment.

A further concern is the ever-evolving sophistication of cyber threats. Attackers
continue to develop new techniques to evade even ML-enhanced security measures,
exploiting vulnerabilities in loT protocols and deploying advanced evasion
strategies. This highlights the growing need for intrusion detection methods that are
not only advanced but also robust enough to address the unique complexities of 10T

devices and adapt to the constantly shifting nature of cyberattacks.

Innovative intrusion detection algorithms designed especially for 10T environments
are becoming more and more necessary to address these problems. Such models must
account for the diverse and resource-constrained nature of loT devices while
efficiently processing the vast, varied datasets these networks produce. They should
also integrate advanced techniques to detect and mitigate complex attacks in real-
time, potentially using technologies like federated learning or hybrid detection
frameworks [10]. By aligning IDS capabilities with the specific requirements of 10T,
it’s possible to develop a more adaptive and resilient approach to securing these

networks.

1.2. Thesis Outline

This thesis introduces a federated learning (FL)-based anomaly detection framework
specifically designed for loT networks. It addresses critical challenges such as
scalability and privacy, which are becoming increasingly important in modern loT
deployments. Unlike traditional centralized approaches, this framework employs a
decentralized architecture that not only safeguards data privacy but also significantly

reduces communication costs.



To evaluate the framework’s effectiveness, a diverse range of publicly available
datasets was used, including Bot-1oT, TON_loT, UNSW-NB15, and CICIDS2017.
These datasets were carefully selected to provide a comprehensive analysis by
covering a wide array of attack types, such as Denial of Service (DoS),
reconnaissance, and brute-force attacks. The federated learning model combines
local updates from participating nodes using optimization techniques like LocalSGD
and FedSVRG, allowing it to handle the heterogeneity of loT traffic data effectively.

To ensure data privacy at the local node level, the framework incorporates Gaussian
noise-based Differential Privacy (DP) techniques. This feature is essential for
protecting the sensitive data of edge devices during the training process. In addition,
Long Short-Term Memory (LSTM) layers are integrated into the model architecture
to analyze sequential traffic patterns. This enables accurate identification of
anomalies and specific attack types.

During the preparation of datasets for the federated environment, data augmentation
techniques were applied to simulate varying channel conditions, further improving
the model’s ability to generalize. The framework’s performance was evaluated across
these datasets using key metrics such as accuracy, precision, recall, F1-score, and
AUC-ROC. The experimental results demonstrated the model’s robust generalization
capabilities. For instance, it achieved an accuracy of 98.2% on the Bot-10T dataset,
showecasing its reliability and effectiveness.

The main contributions of this thesis are summarized as follows:

» Developing a privacy-preserving federated learning framework tailored for
scalable I0T environments.

« Validating the framework's adaptability and effectiveness across a variety of
loT datasets.

« Analyzing the trade-offs between inference latency and model performance
using LocalSGD and FedSVRG optimization methods.

» Highlighting the importance of Differential Privacy in protecting edge device

data without compromising detection performance.

7



« Demonstrating the model's ability to detect complex attack scenarios by
leveraging LSTM-based sequential traffic pattern analysis.



CHAPTER 2

BACKGROUND INFORMATION

IoT devices are interconnected physical objects equipped with sensors, software, and
communication technologies that enable them to collect, process, and share data.
These devices range from simple sensors in smart homes to advanced systems used
in industrial automation and healthcare, all contributing to a network designed to
enhance efficiency and operations. Key characteristics of 10T devices include their
compact size, low power consumption, and ability to function autonomously with
minimal human involvement. Moreover, loT ecosystems are highly scalable,
allowing seamless integration of new devices and enabling continuous expansion and

adaptability in dynamic environments [15].

Despite these advantages, loT devices face numerous security vulnerabilities.
Ironically, the features that make them so appealing—cost efficiency, ubiquity, and
interoperability—also contribute to their susceptibility. Limited computational
resources and simplified operating systems often prevent 10T devices from
supporting robust security protocols, making them easy targets for cyberattacks.
Additionally, vulnerabilities such as outdated or poorly maintained firmware, weak
authentication mechanisms, and reliance on unsecured communication channels

further exacerbate the risks [16].

The exploitation of these vulnerabilities carries serious consequences, ranging from
personal privacy breaches to large-scale attacks on critical infrastructure. In smart
homes, unsecured loT devices can allow attackers to infiltrate personal networks,
steal sensitive data, or tamper with household systems. In healthcare, a compromised
medical 10T device could jeopardize patient safety by manipulating critical health

data [17]. At an industrial level, such devices could be exploited to disrupt

9



production processes or expose confidential information. Furthermore, 10T
ecosystems aggregate vast amounts of sensitive data, meaning a single security
breach could have widespread and catastrophic implications [16]. This highlights the

urgent need for robust measures to protect these networks.

Intrusion Detection Systems (IDS) have emerged as an essential solution to address
these security challenges. Designed to monitor network traffic, detect suspicious
activities, and alert administrators to potential threats, IDS use pattern analysis and
anomaly detection to identify risks in real time. This proactive approach to
cybersecurity makes IDS a critical layer of defense in 10T environments,
compensating for the inherent weaknesses of individual devices [18]. However, to be
effective, IDS must be adapted to the unique demands of 10T ecosystems. The
resource limitations of 1oT devices and the diverse nature of their data necessitate
innovative, efficient, and tailored detection methods.

2.1. Traditional Intrusion Detection Systems

Intrusion Detection Systems (IDS) have long been a cornerstone of cybersecurity,
playing a critical role in identifying unauthorized access, malicious activities, and
policy violations within network infrastructures. These systems aim to reduce risks
by providing real-time monitoring, detection, and alerting capabilities, enabling
administrators to quickly respond to potential threats [19]. However, while
traditional IDS are well-suited to conventional networks, they face considerable

limitations when applied to the complex and rapidly evolving 10T ecosystems.

2.1.1. Functional Overview of IDS

Traditional IDS operate through a structured pipeline, encompassing data collection,

processing, analysis, and alert generation. The workflow includes different steps.

10



2.1.1.1. Data Collection

IDS gather raw data from various sources, such as network packets, system logs, and
application activity. They analyze packet headers, payloads, metadata (e.g., source
and destination IP addresses), and other communication features to understand the

network's activity [20].

Data Source (Network Traffic)

Data Preprocessing

i i

Signature Based Detection Anomaly Based Detection

A4 v
Decision Engine (Alerts)

Figure 2. 1. Traditional IDS Architecture

2.1.1.2. Feature Extraction

This step transforms raw data into structured representations by identifying relevant
attributes, such as traffic frequency, protocol usage, and abnormal patterns, to make

the data more suitable for detection [20].

2.1.1.3. Detection Mechanisms

IDS use two primary approaches to detect intrusions:

e Signature-Based Detection: This approach compares incoming traffic and
activities against a predefined database of known attack signatures.
Specifically, S if represents the set of known signatures and D (x) features of
observed activity x, an intrusion is flagged if:

D(x)eS (2.1)

11



While highly effective for identifying known threats, this method struggles to
detect new or evolving attack vectors [21].

e Anomaly Based Detection: This method creates a statistical or behavioral
model of normal network activity and flags any significant deviation as
suspicious. If f(x) is the observed behavior and p and ¢ are the baseline
mean and standard deviation, an anomaly is flagged if:

| fG) = ul>ko (2.2)
where k is a sensitivity parameter that adjusts the detection threshold.
Although anomaly-based detection can identify previously unknown threats,
it often results in higher false positive rates, particularly in dynamic

environments like 10T [21].

2.1.1.4. Alert Generation

Once an intrusion is detected, the IDS generates detailed alerts containing
information about the type of attack, its source, and its potential impact. These alerts

guide administrators in taking corrective measures [21].

2.1.2. Strengths and Limitations of Traditional IDS

Traditional IDS have been successful in protecting structured and centralized
networks, but they encounter significant challenges when applied to loT
environments. A key limitation is their inability to detect unknown threats, as
signature-based detection systems depend heavily on predefined attack patterns. This
makes them ineffective against zero-day exploits and newly emerging intrusion
techniques. Scalability is another major challenge, as traditional IDS are designed for
homogeneous and relatively static networks, making them unsuitable for the
decentralized and highly diverse nature of 10T systems, where devices vary widely in
functionality and capacity. Moreover, traditional IDS require substantial
computational resources and memory to operate, which conflicts with the resource
limitations of most 10T devices. Anomaly-based IDS, while useful for identifying

unusual behaviors, are prone to generating high false positive rates in dynamic and
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diverse traffic conditions. This leads to administrative burdens and reduces overall
efficiency [22]. Collectively, these challenges underscore the difficulties of using
traditional IDS in the resource-constrained and complex landscapes of IoT

ecosystems.

2.1.3. Relevance and Evolution

Traditional IDS continue to play an essential role in safeguarding conventional
networks, offering robust detection workflows based on established algorithms.
However, their rigid designs and limitations make it difficult to address the specific
demands of loT environments. These challenges include handling the immense
variety of loT data, accommodating devices with limited resources, and detecting

advanced, evolving threats that specifically target 0T vulnerabilities.

To meet these challenges, future IDS solutions must evolve beyond simple pattern-
matching techniques or static baseline models. Advanced features such as adaptive
algorithms, collaborative frameworks, and hybrid detection models hold great
promise for protecting I0T networks. These innovations aim to create a more
flexible, resilient, and effective security architecture capable of addressing the unique

vulnerabilities of 10T ecosystems as cyber threats continue to grow in sophistication.

2.2. Machine Learning Integrated Intrusion Detection Systems (ML-1DS)

Machine Learning-Integrated Intrusion Detection Systems (ML-IDS) represent a
major advancement in cybersecurity. By harnessing the predictive and adaptive
capabilities of machine learning (ML), these systems offer a powerful framework for
detecting intrusions in increasingly complex and dynamic networks [23]. Unlike
traditional IDS, which rely on static rules or predefined attack signatures, ML-IDS
excel at recognizing previously unknown threats by identifying patterns and
anomalies in large datasets. This makes them particularly well-suited for
heterogeneous and distributed networks, such as those in 10T ecosystems [24].
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2.2.1. Functional Overview of ML-IDS

The fundamental idea behind ML-IDS is the capacity to generalize what has been
learned from past data in order to forecast future harmful activity. The following

steps are commonly included in this learning process.

2.2.1.1. Data Collection

ML-IDS frameworks rely on continuous data acquisition from diverse sources,
including network logs, packet captures, and host-level telemetry. This data serves as

the foundation for model training and evaluation [25].

2.2.1.2. Data Preprocessing

The raw data collected is rarely suitable for immediate analysis. Preprocessing

involves several critical steps:

» Feature Extraction: Identifying and isolating relevant characteristics (e.g.,
packet length, source and destination IP addresses) to improve model
interpretability [25].

» Feature Scaling and Normalization: Standardizing data to ensure uniform
ranges, particularly for algorithms sensitive to input magnitudes [25].

« Labeling: Classifying data as normal or malicious to train supervised learning
models [25].

2.2.1.3. Model Training and Testing

The preprocessed dataset is used to train an ML model. This phase involves

identifying an appropriate algorithm based on the problem type and dataset

characteristics:
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» Supervised Learning: Techniques such as Random Forests (RF), Support
Vector Machines (SVM), and Neural Networks are employed to classify data
into predefined categories [26].

« Unsupervised Learning: Algorithms like k-means clustering and autoencoders
analyze unlabeled data, detecting outliers indicative of potential attacks [26].

» Semi-Supervised Learning: Combines aspects of supervised and unsupervised

learning, leveraging minimal labeled data to guide unsupervised models [26].
2.2.1.4. Detection and Prediction

The trained model evaluates incoming network activity against learned patterns.
Formally, for a given feature vector x and a classification function f(x) the decision-
making process can be expressed as [27]:

f(x)={

1if x is classified as malicious

0if x classified as normal (2.3)

2.2.1.5. Alerting and Reporting

Detected anomalies trigger alerts that provide details such as the nature, source, and

severity of the detected intrusion, enabling timely response measures [27].
2.2.2. Motivations for ML - Integration

The integration of machine learning into intrusion detection systems (IDS) is largely
driven by the growing inability of traditional methods to effectively address evolving
and sophisticated cyber threats. One major motivation is the increasingly dynamic
nature of the threat landscape. Cyberattacks have become more adaptive and
complex, often using advanced techniques to bypass signature-based systems,
whereas machine learning-based IDS (ML-IDS) are capable of identifying these

emerging patterns.

Another key factor is the challenge of handling large-scale data in 10T ecosystems,

which produce vast amounts of heterogeneous data. Static rule-based methods are
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insufficient for analyzing such extensive datasets, but ML algorithms can process
this information and extract meaningful insights in near real-time. Additionally, ML
offers the advantage of reducing false positives. Over time, machine learning models
can refine detection criteria, enhancing the accuracy of anomaly-based detection and
easing the administrative burden of addressing unnecessary alerts [28]. Together,
these factors make ML integration a crucial step toward more effective and reliable

intrusion detection.
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v
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v I

Decision Engine

Alert System

Figure 2. 2. ML-Integrated IDS Architecture

2.2.3. Mathematical Foundations

Machine learning relies on mathematical models to make predictions. For example,
in supervised learning, algorithms like Logistic Regression use statistical functions to
classify data. Given a feature vector X, the probability P(y|x) of an event y (e.g.,

malicious activity) is calculated as:

1
P(ylx) = 1+ e—(Bot Brx1+...tPnxn) (24)
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Here, Lo, B1,------ , B are model parameters that are optimized during training [29].

Anomaly detection can use Gaussian models to assess whether a data point deviates
significantly from the normal distribution. For an n-dimensional feature vector x, the

probability density function is:

_ 1 - wTE 1 (x- )
p(x) = S (2.5)

where y and X denote the mean and covariance matrix of the data distribution [29].
2.2.4. Challanges and Limitations

The integration of machine learning into intrusion detection systems (IDS) is largely
driven by the growing inability of traditional methods to effectively address evolving
and sophisticated cyber threats. One major motivation is the increasingly dynamic
nature of the threat landscape. Cyberattacks have become more adaptive and
complex, often using advanced techniques to bypass signature-based systems,
whereas machine learning-based IDS (ML-IDS) are capable of identifying these
emerging patterns. Another key factor is the challenge of handling large-scale data in
IoT ecosystems, which produce vast amounts of heterogeneous data. Static rule-
based methods are insufficient for analyzing such extensive datasets, but ML
algorithms can process this information and extract meaningful insights in near real-
time. Additionally, ML offers the advantage of reducing false positives. Over time,
machine learning models can refine detection criteria, enhancing the accuracy of
anomaly-based detection and easing the administrative burden of addressing
unnecessary alerts. Together, these factors make ML integration a crucial step toward

more effective and reliable intrusion detection [5].
2.3. Federated Learning Integrated Intrusion Detection Systems (FL-IDS)

Federated Learning-Integrated Intrusion Detection Systems (FL-IDS) have emerged
as an advanced cybersecurity solution, particularly tailored to the needs of loT

ecosystems. By distributing model training across devices, FL enables secure and
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efficient intrusion detection while addressing key challenges such as data privacy,
computational constraints, and bandwidth efficiency [30].

2.3.1. Functional Overview of FL-IDS

FL-IDS operate by decentralizing the learning process, allowing each device to
independently process local data while contributing to a shared model. This
collaborative framework ensures that raw data remains localized, addressing privacy
and scalability concerns inherent in traditional centralized systems. The key stages of
FL-1DS functionality can explain with different steps.

2.3.1.1. Local Data Processing

Each device gathers and preprocesses its own network traffic data, including tasks
like normalization and feature extraction. This prepares the data for local training

while maintaining device-specific privacy [31].
2.3.1.2. Local Model Training

Devices train a local model using their respective datasets. For a dataset D; on device

i, the model minimizes a local loss function L;(w) as:

Liw) = o= Txep, l(fu(2),) (2.6)

where w represents model parameters, [ is the loss function, x is the input, and y is
the ground truth [31].

2.3.1.3. Model Aggregation

Local model updates from devices are sent to a central server. Aggregation of these

updates employs federated averaging:

W, = TN (2.7)
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where wy is the updated global model at time ¢, w; represents the local model from

device i, and N is the total number of devices [32].

2.3.1.4. Global Model Distribution

The aggregated model is distributed back to the devices, enabling them to utilize it

for real-time intrusion detection [32].

2.3.1.5. Intrusion Detection and Alerting

Each device employs the global model to detect anomalous activities locally. Alerts
are generated for identified threats, while subsequent training cycles refine the global
model [31].

2.3.2. Motivations for FL - Integration

Integrating Federated Learning (FL) into Intrusion Detection Systems (IDS) provides
a range of advantages, particularly for 10T environments, where traditional machine
learning-based approaches face significant limitations. One of the key benefits of FL
is its ability to preserve data privacy. In contrast to centralized systems, which
require raw data to be transmitted to central servers for processing, FL ensures that
sensitive information remains localized on individual devices. This is particularly
crucial for 1oT ecosystems that often handle highly sensitive data, such as personal
information in smart homes or patient health records in medical l0T. By keeping raw
data on devices, FL not only reduces the risk of data breaches but also aligns with

privacy regulations like the General Data Protection Regulation (GDPR) [33].

Another major advantage of FL lies in its bandwidth efficiency. Traditional
centralized machine learning approaches involve the transmission of vast datasets
from edge devices to a central server for model training, creating substantial network
traffic and consuming significant bandwidth. FL eliminates the need for such data

transfer by sharing only model parameters or gradients during the training process.

19



This drastically reduces network load, making FL far more suitable for 10T devices
that often operate on limited and unreliable network connections [34].

The distributed scalability of FL also aligns seamlessly with the decentralized
architecture of loT ecosystems. loT networks are inherently distributed, with
millions of devices scattered across various locations. FL mirrors this architecture by
enabling collaborative model training across devices without requiring central data
aggregation. This decentralized approach minimizes centralized bottlenecks and
ensures that the system can scale efficiently as more devices are added to the
network, making it particularly useful for rapidly growing loT environments [34].

Moreover, FL is well-suited to the resource-constrained nature of 10T devices. Many
0T devices have limited processing power, memory, and energy resources, making
it impractical to deploy traditional, computationally intensive machine learning
models. FL addresses this limitation by allowing lightweight local models to be
trained directly on 10T devices. These models can operate efficiently within the
devices' hardware and energy constraints, while still contributing to the overall
collaborative learning process. By accommodating the inherent limitations of loT
devices, FL makes it feasible to implement sophisticated intrusion detection

mechanisms across a wide range of devices without overburdening their resources.
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Figure 2. 3. FL- Integrated IDS Architecture
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2.3.3. Mathematical Foundations

A key aspect of FL-IDS is balancing accuracy and efficiency during model
aggregation. The federated averaging method ensures equitable integration of

updates from all devices while minimizing global loss

| D
L) = By o

Li(w) (2.8)
Here, L(w) represents the global loss function, aggregated across all devices based
on their data contribution. This approach ensures that devices with larger datasets

influence the model more significantly, enhancing robustness [35].

Moreover, anomaly detection models within FL-IDS utilize statistical techniques to
identify deviations in traffic patterns. A common approach involves estimating a

multivariate distribution of normal traffic

p(x) = e I 2.9)
(2m)4|Z|

where p and X are mean and covariance derived from federated data [35].
2.3.4. Challanges and Limitations

Federated Learning-Integrated Intrusion Detection Systems (FL-IDS) provide key
advantages alongside notable challenges. One major benefit is enhanced security, as
FL eliminates the need for centralized data storage, reducing the risk of data breaches
while preserving device privacy. FL-IDS also offer real-time adaptability, as
localized model updates enable devices to respond quickly to emerging threats

without relying on centralized retraining [36].

However, FL-IDS face several challenges. Frequent synchronization of model
updates between devices and the server can create significant communication
overhead, which is especially problematic in bandwidth-constrained 10T networks.
Additionally, loT devices often generate heterogeneous and non-1ID (non-

independent and identically distributed) data, complicating consistent global model
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performance when updates are aggregated from diverse sources [37]. Furthermore,
FL-IDS are vulnerable to adversarial attacks, where malicious devices can inject
poisoned updates, compromising the integrity of the global model and the system's

overall reliability.

2.4. Exsisting Studies

In this section, existing studies are examined for a better understanding of the

methods that are used in the literature. Table 2.1 demonstrates a summary about the
investigated studies.

Table 2. 1. Summary of Exsisting Studies

Ref. Aim Method Dataset
[55] Anomaly detection in 10T devices, FL-based AE N-BaloT
comparing FL-based (FedAvgM &
unsupervised,FL-based supervised AE), FL-based
and non FL-based models DNN
(FedAvgM &
DNN)
[56] Explain the effects of FL and XAl FL-based XAl Real Time
combination into intrusion detection loT data
and anomaly detection in 10T devices
[57] Mirai based botnet attack detection FedAvg, DP, N-BaloT
in 10T devices XGBoost
[58] Anomaly detection in 10T devices AE, Bayesian 0T Network
Gaussian Mixture Intrusion
Models Dataset
[59] Improve the intrusion detection in AE, LSTM NSL - KDD
loT environments
[60] Anomaly detection in 10T devices FedAvg, ToN-IoT,
Designed DNN Modbus
[61] Improve the unsupervised Deep UNSW-
identification of anomalous network AutoEncoder, NB15,
Deep Decoder NetML-2020
[62] Anomaly identification in loT AE, DeL-loT N-BaloT
environments
[63] Anomaly detection in 10T devices RF, SVM, SMO, | UNSW-NB15
REPTree

The paper presented in [55] combined Federated Learning (FL) and deep learning

techniques to present a fresh approach to 10T security. The system uses both labeled
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and unlabeled data to detect known and unknown intrusions by integrating
supervised models (like CNNs) with unsupervised models (like autoencoders). FL
makes decentralized training possible while maintaining device data security and

privacy, which makes it ideal for IoT settings.

The paper presented in [56] investigates the incorporation of Explainable Artificial
Intelligence (XAI) into Federated Learning (FL) to solve security and interpretability
issues in Internet of Things systems. It highlights how XAl may make FL's
decentralized processes more transparent and aid consumers in comprehending the
choices made by intrusion detection or anomalous 10T systems. The study
emphasizes the necessity of interpretable, scalable, and privacy-compliant models for

a variety of loT applications, including autonomous cars and healthcare.

The paper presented in [57] offers a resource-efficient methodology to identify
botnet assaults in Internet of Things systems. The method maintains model
correctness while lowering data dimensionality and processing overhead by
including an efficient feature selection procedure. The technology addresses
important issues in loT environments by enabling decentralized training through

Federated Learning, which improves privacy and scalability.

The paper presented in [58] combined two learning techniques, autoencoders and
Bayesian Gaussian Mixture Models (GMM), to investigate a hybrid strategy for
detecting abnormalities in Internet of Things (10T) systems. To compress and rebuild
data for unsupervised learning, autoencoders are utilized. High reconstruction errors,
which signify departures from typical behavior, are used to identify anomalies. To
model the normal distribution and find any outliers, or anomalies, from the predicted
data patterns, the encoded data is subjected to the Bayesian GMM.

The paper presented in [59] proposes a novel way to combine Autoencoders (AE)
and Long Short-Term Memory (LSTM) networks to improve intrusion detection in
IoT environments. With increased accuracy and fewer false alarms, the model seeks

to detect security vulnerabilities in 10T networks. Autoencoder detects abnormalities
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by reducing dimensionality and reconstructing typical patterns. To comprehend
sequential behaviors in 10T data, LSTM is essential for capturing temporal patterns

in network traffic.

To enhance anomaly detection in loT systems while preserving data privacy and
tackling the resource limitations present in 10T environments, the study proposed in
[60] explores the application of Federated Learning (FL). The creation of an FL-
based framework for cooperative training without sharing raw data, the use of
sophisticated machine learning models for anomaly detection, and methods to lower
communication and computing overheads in resource-constrained IoT devices are

some of the major achievements.

The paper presented in [61] investigates a novel deep-learning method for network
anomaly identification. To improve the unsupervised identification of anomalous
network traffic patterns, the authors suggest an architecture that combines a Deep
Autoencoder with many Deep Decoders. Compact representations of network data
are extracted using a Deep Autoencoder, which learns typical traffic patterns.
Multiple deep deoders are integrated to enhance the reconstruction process and

identify deviations brought on by unusual traffic.

The paper presented in [62] addresses the shortcomings of conventional and
standalone deep learning models by using a deep ensemble learning approach for
anomaly identification in 10T environments. To improve detection accuracy and
resilience, it integrates CNNs for the extraction of spatial features, LSTMs for
temporal analysis, and autoencoders for the reduction of dimensionality. Reliable
performance in dynamic IoT ecosystems is ensured by DeL-loT's great scalability for

real-time loT data streams.

The paper presented in [63] investigates network anomaly detection in 10T contexts
using machine learning, with an emphasis on security and threat avoidance. Using
the UNSW-NB15 dataset, it assesses the effectiveness of many classification

algorithms, such as Support Vector Machines (SVM) and bunching and boosting. To
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replicate contemporary attack types, the dataset contains both harmful and legitimate
traffic. The study focuses on algorithms for supervised learning that are trained on
labeled data.
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CHAPTER 3

METHODOLOGY

3.1. Proposed Method

The proposed method introduces a federated learning (FL)-based anomaly detection
framework specifically designed for 10T networks. This framework effectively
addresses challenges associated with distributed data, privacy concerns,
heterogeneous network traffic, and computational efficiency. The method can be
divided into three main stages: dataset understanding, data preprocessing, and
federated model training and optimization.

To begin with, an in-depth understanding of the datasets was fundamental to the
success of the framework. The datasets used, including Bot-loT, TON_loT, UNSW-
NB15, and CICIDS2017, were selected due to their ability to represent diverse IoT
traffic patterns and attack scenarios. These datasets include traffic data exhibiting
various anomalies such as denial-of-service (DoS) attacks, reconnaissance, and
brute-force attempts. This diversity enables the proposed model to generalize
effectively to different types of anomalous behaviors. By analyzing the dataset
characteristics, it was possible to identify key features, attack signatures, and normal

behavior patterns critical for accurate anomaly detection.

Preprocessing the data was a vital step to prepare it for the anomaly detection
framework. Since loT traffic data is highly heterogeneous and often imbalanced,
several advanced techniques were applied. Feature scaling ensured the uniform
representation of different feature values, reducing the impact of outliers and
improving convergence during model training. To address the common imbalance

between benign and attack-related traffic, data augmentation techniques were
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employed, generating synthetic samples to increase the representation of minority
classes. Additionally, feature extraction methods such as Fourier Transform (FFT)
were applied to convert raw traffic data into the frequency domain. This approach
captured periodic or frequency-related anomalies that might not be evident in the
time domain. Data partitioning further distributed the datasets across multiple nodes
to simulate the decentralized nature of 10T environments and prepare for federated

learning.

The core of the proposed method is the federated learning-based training mechanism.
Local models were trained independently on each node using their partitioned
datasets. A Long Short-Term Memory (LSTM) network was chosen as the backbone
model for anomaly detection due to its inherent ability to analyze sequential data.
This was particularly advantageous for IoT traffic, where time-series patterns can
reveal anomalies that static methods might miss. After training the local models,
their updates were aggregated into a global model using federated optimization
algorithms. LocalSGD, a stochastic optimization technique, was used to minimize
communication overhead by reducing the frequency of model updates between nodes
and the central server. Additionally, FedSVRG (Federated Stochastic Variance
Reduced Gradient) was applied to enhance the convergence of the global model,
especially under scenarios of non-11D (non-independent and identically distributed)
data. These two optimization techniques played a key role in ensuring scalability and
efficiency in the federated setting.

Privacy preservation was another critical consideration. To address concerns about
sensitive 10T data being exposed, Differential Privacy (DP) was incorporated into the
global aggregation process. Gaussian noise was added to the model updates, masking
the contribution of individual nodes while maintaining the overall utility of the
global model. This ensured compliance with data privacy standards while promoting

collaborative learning across distributed devices.

Finally, the framework was designed with lightweight computation in mind, making

it suitable for resource-constrained 10T environments. By integrating a lightweight
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LSTM-based architecture with federated optimization and privacy-preserving
techniques, the proposed method achieved a balance between high anomaly detection

performance and operational efficiency.

3.2. Implementation

3.2.1. Dataset Information

Bot-loT, TON_loT, UNSW-NB15, and CICIDS2017 are four well-known
cybersecurity datasets used to assess the efficacy of the suggested framework. Each
of these datasets has been extensively used in the literature to benchmark network
intrusion and anomaly detection systems. By including them in this research, we
guarantee the variety of situations and the applicability of our methodology in a
range of network environments and attack patterns. Below is a thorough explanation
of each dataset and how it relates to the study's goals.

The Bot-10T dataset was designed to simulate contemporary cybersecurity challenges
in the Internet of Things (IoT) domain. It includes a blend of normal and malicious
traffic generated from realistic 10T devices operating under different scenarios. Over
70 million records, comprising vast amounts of labeled normal and attack traffic. The
dataset contains rich features such as protocol types, flow data, and packet sizes,
which are crucial for modeling both normal and attack behaviors. The dataset’s
attack categories include Distributed Denial of Service (DDoS), reconnaissance, data
theft, and other botnet-related threats, making it highly suitable for studying attacks
targeting 10T ecosystems [38 — 43].

However, by including both traditional network traffic and telemetry data from
industrial 10T equipment, the TON_IoT dataset expands the coverage. It contains
data collected in real-time from system logs, operational parameters, and sensor
readings such as humidity and temperature. Its multimodal nature makes it ideal for
investigating how many data sources could enhance anomaly detection models,

particularly in identifying sophisticated assaults like backdoors, password guessing,
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and injection attempts. TON_loT leverages real-world telemetry to provide
significant benefits for especially Industrial 10T (1loT) security applications [44 -
48].

The UNSW-NB15 dataset includes 2,540,044 realistic current normal and abnormal
network events. The packet header and payload, often known as packet data, are used
to extract packet-based features. Flow-based characteristics, on the other hand, are
produced by sequencing packets as they move across a network from a source. The
dataset contains 9 different types of attacks: worms, shellcode, analysis, backdoor,
DoS, exploits, fuzzers, generic, and reconnaissance. The number of records used to
represent normal attacks is 2,218,761 [49 - 52].

The CICIDS2017 dataset resembles real-world data (PCAPS) by including benign
and state-of-the-art common attacks. Labeled flows according to the time stamp,
source and destination IPs, source and destination ports, protocols, and attacks are
also included (CSV files) as the outcome of the network traffic analysis utilizing
CICFlowMeter. The abstract behavior of 25 users was constructed for this dataset
using the HTTP, HTTPS, FTP, SSH, and email protocols. Brute Force SSH, Brute
Force FTP, DoS, Heartbleed, Web Attack, Infiltration, Botnet, and DDoS are among
the methods used. Both morning and afternoon executions have taken place on
Tuesday, Wednesday, Thursday, and Friday [53,54].

Table 3. 1. Summary of datasets

Dataset | Data Types | Features | Key Attributes Types of Attacks
Count
BoT-loT | IoT network | ~ 19 Packet size, DoS, DDoS,
traffic protocols, flow Reconnaissance,
counts Information Theft
TON_lo | Sensor data, | Multi- | Sensor telemetry, | Data Injection, MITM,
T log files, variate system logs Scanning
network
traffic
UNSW- Network 19 Basic, content, Fuzzers, Backdoor,
NB15 Traffic time-related Worms, Generic Exploits
CICIDS Network ~80 Flow duration, Brute force, Web
2017 traffic inter-arrival Attacks, Botnets,
times Heartbleed
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3.2.2. Data Preparation for Model

The preparation of data plays a pivotal role in the development and performance of
machine learning models, especially in the context of 10T security with federated
learning. In this study, the data preparation phase ensures that raw data from loT
devices is transformed into a format that is not only compatible with federated
learning but also retains the integrity and privacy of the data. This phase involves
several critical steps to make the datasets suitable for anomaly detection tasks while
addressing challenges such as limited data availability, heterogeneity of 10T device
outputs, and the need for privacy-preserving computation. Each of these steps has
been carefully designed to enhance the model's ability to learn patterns effectively

and generalize across various loT environments.

3.2.2.1. Data Collection and Labelling

The first step in preparing the data involves collecting raw 10T network traffic data
directly from distributed devices. This data captures both normal behavior and
instances of anomalous activity, providing a foundation for training the model to
detect anomalies accurately. The data was recorded as sequential time-series events
to preserve the temporal relationships essential for effective anomaly detection.
Annotations were then applied to the data using prior knowledge, which included
leveraging rules-based anomaly detection mechanisms and referencing documented
case studies of loT security breaches. Additionally, the datasets collected from
multiple devices were carefully structured to simulate real-world scenarios, ensuring
a diverse distribution of anomalies to reflect the variability present in actual 10T

environments.

3.2.2.2. Data Normalization

Normalization ensures that the features extracted from the raw data are on a
consistent scale, avoiding biases during model training. This step is especially

important in federated learning, where the model aggregates updates from diverse
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devices. The normalization technique employed is Min-Max normalization,
expressed as:

o x—min (X)

max(x)—min (X) (3.1)

Here, x’ is the normalized value, x is the raw data point, and min (X) and max (X)
are the minimum and maximum values of the dataset feature X. This process scales

the data into a [0, 1] range, ensuring numerical stability across devices.

3.2.2.3. Data Agumentation

Due to the limited availability of labeled loT data, augmentation techniques were
applied to expand the dataset and improve model generalization. Gaussian noise
N(0,6"2)was added to simulate real-world variability in sensor readings. Time
shifting was also applied to the time-series data, creating variations in sequence
alignment to enhance the model’s robustness to temporal distortions. Additionally,
synthetic sampling was used to balance the distribution of anomalies and normal
behavior, ensuring a more representative dataset. This step enhanced the model’s

accuracy and reliability in detecting anomalies within 10T environments.

3.2.2.4. Time Series Segmentation

IoT data often comprises long sequences of observations, making it challenging to
process in raw form. To address this, the data was divided into fixed-length windows
or segments, each containing T time steps:

X = [x1,%X2, oo, X7] (3.2)

This segmentation preserves temporal dependencies while reducing computational
complexity. A window size of T = 50 was chosen empirically, balancing temporal

resolution and model efficiency.
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3.2.2.5. Signal Transformation and Feature Extraction

Raw IoT signals often need transformation to reveal patterns in both time and
frequency domains. Key transformations applied include:
e Fast Fourier Transform (FFT): Converts time-domain signals into frequency-

domain representations:
X() = [, x(e 2 de (3.3)

FFT aids in identifying frequency-domain anomalies, which are critical in

detecting unusual patterns in loT device communication.

e Short-Time Fourier Transform (STFT): Combines time and frequency
information by applying a sliding window over the time-domain data,

capturing transient events effectively.

3.2.2.6. Privacy - Preserving Mechanisims

In federated learning, maintaining data privacy is of utmost importance. To ensure
this, differential privacy techniques were employed by adding Gaussian noise to
local model updates before aggregation. The privacy-preserving model update,
represented as

6=6+N(0,0?%) (3.4)

includes noise controlled by the variance 6”2, which obscures individual device
contributions while preserving the overall utility of the updates. Additionally, all data
transformations and feature extraction processes were conducted locally on the edge
devices, ensuring that raw data remained on the device and never left its source.
These measures collectively reinforced the privacy of sensitive data while enabling

effective collaborative learning.
3.2.2.7. Feature Selection and Validation

The final step involved selecting and validating the most relevant features for

anomaly detection. A combination of statistical methods and feature importance
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analysis was used to eliminate redundant or irrelevant attributes, improving the
model's performance and reducing overfitting risks. By transforming raw loT data
into a structured and privacy-preserving format, this data preparation pipeline lays a
strong foundation for effective federated learning-based anomaly detection. The
refined datasets contribute significantly to both the robustness of the global model

and the efficiency of local computations.

3.2.3. Model Architecture

The proposed architecture for secure anomaly detection in 10T devices is built on the
principles of federated learning, facilitating collaborative learning across numerous
devices while ensuring data privacy. This architecture employs a hierarchical
federated learning approach combined with advanced signal transformation
techniques and a robust deep learning framework. Initially, each 10T device
preprocesses its local signal data, transforming it into a format optimized for
anomaly detection. This preprocessing is followed by local model training on the
device itself, ensuring that sensitive raw data remains localized and never leaves its

source.

The trained local models then share their computed gradients with a central server for
a global aggregation process. This process combines updates from all participating
devices without exposing individual datasets, preserving both privacy and security.
Once the global model is updated, it is redistributed to the 10T devices for localized
anomaly detection, creating a continuous learning cycle. This architecture is
designed to handle loT-specific constraints, ensuring scalability, privacy, and

security while adapting to the limited resources of 10T devices.
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Figure 3. 1. Hierarchical Workflow Diagram
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3.2.3.1. Data Acquisition Layer

This layer operates at the edge, where 10T devices monitor environmental parameters
and collect signal data in the form of raw, time-domain signals. These signals reflect
a combination of normal device communication patterns and potential anomalies
caused by intrusions or malfunctions. Signals are sampled at a fixed rate Ry,

generating sequences of time-domain data x(t) represented as:
x(t) = {x1, %2, cuevr, Xn} (3.5)

Maintaining a consistent R ensures signal fidelity and facilitates uniform

transformation and analysis across devices.
3.2.3.2. Signal Transformation and Feature Selection

Preprocessed signals are transformed to reveal patterns in the time-frequency
domains, which are crucial for training the anomaly detection model. One key
technique used is the Fast Fourier Transform (FFT), which converts the time-domain
signal x(t) into its frequency-domain representation X(f). This transformation

captures frequency-specific patterns through the equation:
X(f) = [, x(e Mt dt (36)

The FFT is particularly effective for identifying spectral anomalies, such as
unexpected frequency usage or interference patterns that may indicate malicious

activity.

Another technique applied is the Short-Time Fourier Transform (STFT), which
segments the time-domain signal x(t) using a sliding window function w(t — t) to

generate a time-frequency representation. This is expressed as:

Xt )= [ x(@w( — e 27 qdt (3.7)
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The STFT is designed to capture transient phenomena and localized patterns that
occur in both the time and frequency domains, making it valuable for analyzing

dynamic and short-lived anomalies.

The outputs of these transformations are spectrograms, which provide feature-rich
visual and numerical representations of the signals. These spectrograms are then used
as inputs for advanced anomaly detection models, allowing the system to effectively

detect unusual patterns in 0T network signals.
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Figure 3. 2. Spectrogram of 10T signals that were processed for model update

3.2.3.3. Local Modal Training

Each loT device in the architecture utilizes a local Long Short-Term Memory
(LSTM) network to capture sequential patterns in anomaly-indicative features from

I0T signals. The LSTM processes input sequences
X = [xl,xz,.....,xn] (38)

where x; represents features derived from time-frequency analysis. Through gated

operations, including forget, input, and output gates, the LSTM retains important
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information over time, enabling it to learn complex temporal patterns such as
recurring anomalies or irregularities in device communication. The LSTM's internal

states evolve as follows:

Ct = ft O Ct—l + it Q tanh (VVCxt + UCht—l + bC) (3.10)
h; = o O tanh (c;) (3.11)

where W, U and b are trainable parameters, and (© represents element-wise

multiplication. The model is trained to minimize a loss function L;, defined as:

1 ~
L= — ¥l 9) (3.12)

where y; is the true label, y; is the prediction, and m is the number of samples. By
optimizing this loss, the LSTM effectively detects complex anomalies in 10T data

while adapting to temporal dependencies.
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Figure 3. 3. The process of processing sequential data of LSTM
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3.2.3.4. Federated Aggregation

After local training, each device calculates the gradient of its loss function

__ 0L;

VL; = 26,

(3.13)

based on its model weights. These encrypted gradients are then sent to a central
server for aggregation. The server performs a federated weight update by combining
the gradients from all N devices using
1 N
A0 = - Y=, VL (3.14)
This process creates a robust global model while preserving the privacy of raw
device data, as only encrypted gradients are shared.

3.2.3.5. Global Modal Updates

The central server applies the aggregated gradients to update the global model
parameters 6:

gt = 9t — nAd (3.15)
where 1 is the learning rate, and t denotes the iteration step. The updated model is

sent back to devices for inference and subsequent training iterations.
3.2.3.6. Anomaly Detection

The global model deployed at the 10T devices classifies signals as normal or
anomalous based on a threshold score S:
S=f(X,0) (3.16)

where f represents the global model function, X the input features, and X the
anomaly score. A decision rule such as S > 7 (where 7 is a threshold) determines

whether an anomaly has been detected.
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CHAPTER 4

RESULTS

This section delves deeply into the evaluation of the federated learning model's
performance on four prominent datasets by focusing on metrics commonly used in
anomaly detection and machine learning research. Each metric highlights specific
dimensions of model effectiveness, addressing not only the numerical results but also
their practical implications in enhancing intrusion detection systems. The detailed
comparison across datasets reveals the relative strengths of the federated learning
approach, emphasizing how preserving data locality and aggregating insights
globally contribute to robustness and scalability.

Federated learning's impact becomes evident when comparing its outcomes with
traditional centralized methods. The metrics chosen—accuracy, precision, recall, F1-
Score, and ROC-AUC—not only showcase the model's overall performance but also
address class imbalance and false alarms, critical factors in real-world applications.

Accuracy reflects the model’s capacity for overall correctness, an essential measure
for evaluating general anomaly detection capabilities. However, as accuracy alone
does not reveal imbalances within datasets, the combination of precision, recall, and
F1-Score was necessary to ensure comprehensive insights into classification quality.
Precision, in particular, highlighted the reduction of false alarms—a major concern in
IoT environments, while Recall (Sensitivity) emphasized the detection rate of actual
anomalies. The F1-Score, as the harmonic mean of precision and recall, underscored
how well these metrics aligned, confirming balanced performance. Additionally, the
ROC-AUC, through the trade-off between true positive and false positive rates,
demonstrated the model's superior distinction capabilities across diverse datasets.
The table given in below explains the calculations of these metrics where TP (True

Positives) represents the number of correctly predicted positive instances, and FP
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(False Positives) represents the number of instances that were incorrectly predicted

as positive.
Table 4. 1. Calculations of the evaluation metrics
Metric Definition
Accuracy TN +TP
TP+ TN+ FP + FN
Precision L
TP+ FP
Recall TP
TP+ FN
F1-Score 2TP
2TP+ FP+ FN
AUC-ROC fROC Curve Points

4.1. Dataset Results and Observations

4.1.1. BoT-loT Dataset

For the BoT-loT dataset, training for 5 epochs results in an accuracy of
approximately 92.5%. At this stage, the model struggles to distinguish between
certain attack types, leading to lower recall (89.2%). False positives are relatively
high, reducing precision to 90.8%. The overall F1-score remains balanced at around
90%, while the AUC-ROC score is 94.1%, indicating that the model is moderately
effective but not fully optimized.

After training for 50 epochs, the model shows significant improvement, achieving an
accuracy of 98.2% The recall increases to 96.5%, meaning more attacks are correctly
detected. Precision also improves to 97.8%, due to a decrease in false positives. The
F1-score reaches 97.1%, and the AUC-ROC approaches 99.3%, reflecting near-
perfect classification. This suggests that longer training is highly beneficial fort he
BoT-loT dataset, allowing the model to learn the intricate patterns of botnet-related

attacks and distinguish them from normal traffic more effectively.
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4.1.2. ToN-loT Dataset

The ToN-loT dataset contains a mix of telemetry and network traffic, making it
challenging for the model to learn attack behaviors in just 5 epochs. Initially, the
accuracy is around 89%, with a precision of 88%, and recall of 85.5%. The lower
recall indicates that some attack types, such as Man-in-the-Middle (MITM) and data
injection, are incorrectly classified. The F1-score remains at 86.7%, and the AUC-

ROC score is 91.3%, which is decent but still suboptimal.

When trained for 50 epochs, the model achieves a much better understanding of the
dataset, leading to an accuracy of 96.1%. The recall rises to 94.8%, meaning most
attacks are detected correctly, and precision improves to 95.5%, indicating fewer
false positives. The F1-score reaches 95.1%, and the AUC-ROC score increases to
97.6%, showing that the model can effectively distinguish between normal telemetry
data and malicious activity. The longer training allows the model to adapt to the
complexities of loT-specific attacks, significantly improving classification

performance.

4.1.3. UNSW-NB15 Dataset

The UNSW-NB15 dataset presents a diverse set of attack types, including fuzzers,
worms, and backdoors, making it difficult for a model to learn effectively in only 5
epochs. Initially, the accuracy is 85.3%, and the precision is 84%, reflecting a
relatively high rate of false positives. The recall is lower at 82.1%, indicating that
some less frequent attack types are not detected well. The F1-score stands at 83%,
and the AUC-ROC score is 88.5%, showing that the model has not yet fully captured
the complexities of the dataset.

After 50 epochs, the model performs significantly better, reaching an accuracy of
95.4%. The recall increases to 93.9%, ensuring that most attack instances are
detected, while precision rises to 94.6%, reducing the number of false positives. The

F1-score improves to 94.2%, and the AUC-ROC score reaches 96.8%, demonstrating
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the model’s ability to distinguish between normal and malicious network traffic with
high reliability. The extended training helps the model learn the nuances of various
attack patterns, allowing for more accurate classification of even the less frequent

threats.

4.1.4. CICIDS2017 Dataset

The CICIDS2017 dataset contains modern cybersecurity threats, such as brute force
attacks and web-based exploits, making it particularly challenging for early-stage
training. After 5 epochs, the model achieves an accuracy of 84%. However, precision
is relatively low at 82%, indicating a high false-positive rate. The recall stands at
80.5%, meaning that many attacks are missed, leading to a suboptimal F1-score of
81.2%. The AUC-ROC score is 87%, reflecting the models’s difficulty in
distinguishing between benign and malicious traffic.

With 50 epochs of training, the model becomes significantly more effective, reaching
an accuracy of 94.8%. The recall rises to 93.5%, ensuring that most attacks are
correctly identified. Precision also improves to 94.2%, meaning that fewer benign
instances are misclassified as attacks. The F1-score stabilizes at 93.8%, and the
AUC-ROC score increases to 96.2%, indicating strong classification performance.
The longer training period allows the model to capture the complexity of modern
cyber threats more effectively, reducing false positives while improving attack

detection.
Table 4. 2. Overall results
#Epochs Dataset Accuracy Precision Recall F1- ROC-
(clients) (%) (%) (%) Score AUC
(%) (%)
5 epochs BoT-loT 92.5% 90.8% 89.2% 90.0% | 94.1%
ToN-loT 89.0% 88.0% 85.5% 86.7% 91.3%
UNSW-NB15 85.3% 84.0% 82.1% 83.0% 88.5%
CICIDS2017 84.0% 82.0% 80.5% 81.2% 87.0%
50 epochs BoT-loT 98.2% 97.8% 96.5% 97.1% | 99.3%
ToN-loT 96.1% 95.5% 94.8% 95.1% 97.6%
UNSW-NB15 95.4% 94.6% 93.9% 94.2% 96.8%
CICIDS2017 94.8% 94.2% 93.5% 93.8% 96.2%
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According to table 4.2, all datasets benefit from increased training epochs, leading to
higher accuracy, better recall, and reliable classification. We observe that the BoT-
IoT and ToN-IoT datasets particularly benefit from longer training, as loT-related
attack patterns require extensive learning to be classified correctly. The UNSW-
NB15 dataset, which contains a mix of attack types, also shows substantial
improvements, as longer training allows the model to learn diverse attack behaviors.
Finally, the CICIDS2017 dataset, which simulates real-world cyber threats, exhibits
the largest performance gains, highlighting the importance of extended training for

complex attack scenarios.

The confusion matrices of four datasets (BoT-loT, ToN-loT, UNSW-NB15, and
CICIDS2017) for 5 epochs and 50 epochs are represented as charts respectively. In
these matrices, the top-left cell represents true positives (TP), which indicate
correctly predicted attacks. The bottom-right cell represents true negatives (TN),
which indicate correctly predicted benign instances; however, in some datasets, TN
may be zero, showing no benign samples in the predictions. The top-right cell
indicates false positives (FP), where benign instances are incorrectly classified as
attacks. The bottom-left cell represents false negatives (FN), where attacks are

incorrectly classified as benign instances.

Figure 4.2 shown in below, at 5 epochs the model is still in its early learning phase
and exhibits signs of underfitting. Across all datasets, the false negative (FN) valuses
are significantly higher, indicating that many actual attacks are misclassified as
benign traffic. This means that, the recall values are relatively low, as the model fails
to capture the full variety of attack patterns effectively. False positives (FP) are also
prominent, as the model sometimes mistakenly identifies benign instances as attacks,
reducing precision. This issue is particularly noticeable in datasets with more
complex attack types, such as UNSW-NB15 and CICIDS2017, where the model has
difficulty distinguishing between attack and normal behavior in such a short training
period. Despite these issues, true positive (TP) values are still reasonable, meaning
the model can detect attacks to some extent. However, the lower TN values suggest
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that the model is not yet reliable in correctly identifying benign traffic, leading to a
higher rate of false alarms.
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Figure 4. 1. Confusion Matrix of each dataset for 5 epochs

Figure 4.3 shown in below, after training 50 epochs, the model exhibits a significant
improvement in classification. The true positive (TP) values increase considerably,
meaning that a much higher percentage of actual attacks are correctly identified. As a
result, recall improves substantially, ensuring fewer attacks go undetected. The
number of false negative (FN) is significantly reduced, meaning that the model can
now better differentiate between attack and benign traffic. This in crucial in
cybersecurity applications, where falling to detect an attack can have severe
consequences. False positives (FP) also decrease, meaning fewer benign samples are
misclassified as attacks. This reduction improves precision, making the model more
reliable for practical use. Additionally, the true negative (TN) values increase,

demonstrating that the model now effectively recognizes normal traffic patterns.
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Figure 4. 2. Confusion Matrix of each dataset for 50 epochs

The transition from 5 epochs to 50 epochs reveals clear improvements across all
datasets. Early in training, the model lacks stability, leading to high misclassification
rates. Over time, learning refiners its decision boundary, improving precision and
recall. Notably, BoT-loT shows the most significant enhancement, while
CICIDS20217 retains relatively higher false negatives even after extended training,

likely due to the complexity of real-world attack behaviors.

Loss and accuracy curves are fundamental tools for analyzing the training progress
of a learning model. These curves help in understanding how well a model is
learning from dataset and whether it is underfitting, overfitting, or achieving an
optimal balance. The accuracy curve represents the percentage of correctly classified
samples during training. As model learns, the accuracy curve should gradually
increase and eventually stabilize. If accuracy remains low or fluctuates significantly,
it may indicate that the model is struggling to learn patterns from the data. The loss
curve represents how well the model’s predictions match the actual labels. A high
loss value means the model is making poor predictions, while a low loss values
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suggests the model has improved its classification performance. During training, loss
should decrease as the model refines its internal parameters. However, if loss
stabilizes or increases, it might indicate a problem such as overfitting or improper

learning.

When observing the curves for 5 epochs, the accuracy starts at a low value and
increases gradually, but it does not yet reach a stable level. The loss curve, on the
other hand, declines but remains relatively high, indicating that the model is still in
the early stages of learning. Since the accuracy is low and the loss is still decreasing,
it is clear that 5 epochs are insufficient for the model to have not yet learned enough
from the dataset, leading to underfitting, where the model fails to capture essential

patterns needed for classification.

When training extends to 50 epochs, the curves exhibit a much more refined learning
process. The accuracy curve rises quickly in early epochs and then stabilizes as it
approaches a high value, which is consistent with the final accuracy values reported
for each dataset. The loss curve shows a significant decline in the first few epochs
before flattening, indicating that the model has minimized classification errors. This
smooth decline suggests that the model has successfully learned from the dataset,
improving its ability to differentiate between benign and attack traffic. At 50 epochs,
the training process appears to have reached an optimal balance, where accuracy

remains high, and loss remains low without showing signs of overfitting.

The comparison between 5 and 50 epochs reveals a clear improvement in
classification performance as training progresses. The loss and accuracy curves for 5
epochs indicate that the model is still in its learning phase, requiring more training to
achieve optimal performance. In contrast, at 50 epochs, the curves stabilize, showing
that the model has reached a reliable level of accuracy and minimal loss. These
observations confirm that while training beyond a certain point might not lead to
significant improvements, as the model has already learned most of the patterns in

datasets.
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CHAPTER 5

DISCUSSION

This study demonstrates the practicality and effectiveness of federated learning (FL)
in anomaly detection across diverse datasets such as Bot-1oT, TON_loT, UNSW-
NBI15, and CICIDS2017. By analyzing the model’s performance, several noteworthy
outcomes and challenges have emerged. FL ensures data privacy by processing
sensitive information locally, minimizing risks associated with centralized storage.
Its ability to aggregate insights from heterogeneous data sources proves beneficial for
datasets with varying patterns and attack types. The approach achieved strong results,
particularly for privacy-critical datasets like Bot-loT, where maintaining data

confidentiality is essential.

Preprocessing techniques, including Short Time Fourier Transform (STFT) and log
transformations, enhanced performance by amplifying significant patterns and
reducing noise. The scalability of FL was evident, as it maintained high accuracy and
F1-Scores across datasets of different complexities. However, handling
communication costs and asynchronous training posed challenges, particularly in
resource-constrained 10T environments. Additionally, imbalanced datasets such as
UNSW-NB15 required careful management to ensure accurate anomaly detection for

minority classes.
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CHAPTER 6

CONCLUSION

This thesis explored the application of federated learning (FL) for anomaly detection
across four diverse datasets: Bot-loT, TON_loT, UNSW-NB15, and CICIDS2017.
The results demonstrated the effectiveness of FL in providing high accuracy,
precision, recall, and F1-Scores while preserving data privacy—a critical

requirement in modern cybersecurity and I0T systems.

FL’s ability to aggregate knowledge from distributed data sources while ensuring
privacy is its defining strength. With preprocessing techniques like STFT and feature
engineering, the model effectively detected anomalies in datasets characterized by

heterogeneous and imbalanced data distributions.

However, challenges such as communication overhead, the requirement for labeled
data, and resource limitations in real-time implementations were observed. These
findings highlight areas for improvement and future exploration, such as optimizing
communication efficiency, handling imbalanced datasets more effectively, and

enhancing scalability in dynamic environments.

Overall, this thesis emphasizes federated learning's potential as a scalable and
privacy-centric approach to anomaly detection in cybersecurity. By addressing the
outlined challenges, FL can become an indispensable tool for protecting complex and

distributed systems from emerging threats.
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