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ABSTRACT Flow-based machine learning intrusion detection systems (IDS) often achieve near-perfect
performance when trained and tested on a single benchmark dataset; nonetheless, their ability to generalize
across datasets is a crucial and mostly unresolved challenge. This study analyzes the cross-dataset gen-
eralization behavior of an explainable, flow-based IDS trained on CICIDS2017 and externally evaluated
on the CSE-CIC-IDS2018 dataset, which represents a more realistic network environment with varying
attack implementations, traffic compositions, and background services. Two frequently used ensemble
models, Random Forest and XGBoost, are trained solely on flow-level metadata without packet payload
examination. After removing non-behavioral identifiers (Flow ID, Source IP, Destination IP, and Timestamp)
and harmonizing feature schemas, the datasets are aligned into a unified 80-dimensional feature space
extracted with CICFlowMeter. SHAP (TreeSHAP) is used to calculate global feature importance and
create multiple explainability-driven feature subsets, such as model-specific Top-20 sets, a COMMON-10
intersection, and a UNION-30 superset. Although both models attain near-perfect accuracy and weighted
F1-scores on CICIDS2017 (macro-F1 ≈ 0.90), when evaluated on CSE-CIC-IDS2018, macro-F1 drops
to 0.127 for Random Forest and 0.119 for XGBoost, despite high overall accuracy, indicating a strong
bias toward majority classes under domain shift conditions. SHAP-guided feature reduction provides a
measurable but limited improvement for Random Forest, increasing macro-F1 from 0.127 to 0.166, while
an additional port-removal ablation further improves macro-F1 to 0.207. In contrast, no significant cross-
dataset improvement is observed for XGBoost. An additional practical observation is that SHAP-guided
feature rankings remain highly stable across sample sizes: class-balanced subsets of approximately 400 flows
(50 samples per class) produce highly similar Top-20 rankings to those obtained from 10,000 flows
(1250 samples per class), supporting the feasibility of computationally efficient explainability. Overall, the
results show that explainability-driven feature analysis improves transparency, compactness, and feature
prioritization; however, it does not fully resolve the broader distributional shift challenges that limit cross-
dataset generalization in flow-based intrusion detection systems.

INDEX TERMS Cross-dataset generalization, explainable artificial intelligence, flow-based traffic analysis,
network intrusion detection, random forest, SHAP, XGBoost.

I. INTRODUCTION
Network intrusion detection systems (NIDS) play an impor-
tant role in protecting modern computer networks from
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increasingly complex cyber threats. As encrypted communi-
cation has become the primary type of Internet traffic, tra-
ditional payload-based inspection methods have lost access
to application-layer content. Protocols like HTTPS, TLS,
and VPN-based tunneling preserve confidentiality while
limiting deep packet inspection capabilities. As a result,
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flow-based intrusion detection systems that use statistical
metadata, such as flow durations, inter-arrival times, byte
counts, and transport-layer attributes, have emerged as a
viable and privacy-preserving option for large-scale traffic
monitoring [1], [11], [14].

Machine learning (ML)-based NIDS have received sig-
nificant attention due to their ability to automatically learn
discriminative patterns from flow-level data without relying
on manually crafted signatures. Publicly available bench-
mark datasets, particularly CICIDS2017 [1], [13] and its
successor CSE-CIC-IDS2018 [2], have enabled rapid devel-
opment and evaluation of ML-based intrusion detection
models. Numerous studies report near-perfect classifica-
tion performance when models are trained and tested
on the same dataset, with ensemble methods such as
Random Forest and XGBoost frequently achieving accu-
racy and weighted F1-scores above 99% in intra-dataset
settings [8], [9], [15], [18].

However, high performance under controlled evalua-
tion conditions does not necessarily translate to real-world
robustness. Prior work has repeatedly shown that models
trained on a single benchmark dataset may suffer substantial
degradation when evaluated on different datasets or oper-
ational environments [3], [17], [19]. This phenomenon is
commonly attributed to domain shift, where differences in
traffic composition, background services, attack implemen-
tations, and data collection procedures alter the statistical
properties of the feature space. Even when feature definitions
remain consistent across datasets, distributional shifts can
cause models to over-rely on dataset-specific artifacts rather
than stable behavioral patterns.

Therefore, cross-dataset generalization is one of the most
critical and under-addressed challenges in operational intru-
sion detection. Studies have shown that models trained
on CICIDS2017 often exhibit sharp drops in macro-level
performance when evaluated on CSE-CIC-IDS2018, fre-
quently defaulting to benign-dominant predictions and failing
to detect minority attack classes [3], [19]. This limitation
is especially concerning in realistic deployment scenarios,
where intrusion detection systems must operate in environ-
ments that differ from the training distribution and must
detect emerging or zero-day attack variants. As highlighted
by Sommer and Paxson [17], reliance on static benchmark
datasets may lead to overly optimistic performance assess-
ments that do not reflect deployment realities.

In addition to generalization challenges, the increas-
ing complexity of machine learning models has prompted
questions about interpretability and trustworthiness in cyber-
security applications. Security analysts demand transparent
and explainable decision-making methods to audit warnings,
validate model behavior, and identify probable failure factors.
Explainable Artificial Intelligence (XAI) approaches have
gained popularity in intrusion detection research [7], [12].
Among these approaches, SHAP (SHapley Additive Expla-
nations) [10] has emerged as one of the most extensively
accepted frameworks due to its solid theoretical foundation

in cooperative game theory and ability to provide consistent,
instance-level feature attribution.

SHAP assigns contribution scores to individual features for
each prediction and allows aggregation of local explanations
into global importance rankings. For tree-based ensemble
models such as Random Forest [8] and XGBoost [9], the
TreeSHAP algorithm enables efficient and exact computa-
tion of feature contributions [10]. Accordingly, these models
are selected due to their strong performance on tabular
flow-based data and their compatibility with exact SHAP
(TreeSHAP) explanations, enabling consistent and inter-
pretable feature attribution. Recent studies have used SHAP
primarily to improve interpretability in intrusion detection
contexts, including IoT security and deep learning-based
models [4], [5], [6], [7]. More recent work has also started
exploring explainable cross-domain evaluation settings for
ML-based intrusion detection systems [25]. However, most of
this literature focuses on post-hoc explanation within a single
dataset, often under binary classification settings. Systematic
evaluation of SHAP-driven feature analysis under external
dataset deployment conditions remains relatively limited.
Unlike most existing studies that use SHAP primarily for
post-hoc interpretability within a single dataset, this work
evaluates SHAP-guided feature subsets under external dataset
deployment conditions, with a focus on multi-class classifi-
cation and generalization behavior.

Beyond interpretability, SHAP has the potential to influ-
ence model design and feature selection. By finding features
that regularly contribute to classification judgments, SHAP-
guided analysis can assist in reducing reliance on false
correlations and dataset-specific artifacts. However, cer-
tain highly ranked flow attributes, particularly port-related
features, may still encode dataset-specific service behav-
ior and therefore transfer poorly across different network
environments. Consequently, actual evidence on whether
SHAP-guided feature selection improves cross-dataset gen-
eralization is limited and sometimes conflicting, especially
in multi-class intrusion detection contexts.

Motivated by these limitations, this study does not pro-
pose a domain adaptation technique; instead, it systematically
evaluates the effect of explainability-driven feature selection
under cross-dataset domain shift. Specifically, SHAP-guided
feature subsets are derived from CICIDS2017 and used to
analyze how feature selection influences generalization per-
formance when models are deployed on CSE-CIC-IDS2018
without retraining or domain adaptation. This experimental
setup reflects a realistic deployment scenario in whichmodels
must operate under distributional shift.

In addition to evaluating classification performance,
this study further analyzes the stability of SHAP-guided
global feature importance rankings under different sampling
strategies. By comparing rankings obtained from small class-
balanced subsets with those derived from larger samples, the
analysis examines whether explainability-driven feature anal-
ysis can be performed efficiently while maintaining highly
overlapping Top-k feature rankings. Reduced feature subsets,
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including model-specific Top-20 sets, a COMMON-10 inter-
section, and a UNION-30 union set, are constructed based
on SHAP rankings and systematically evaluated under cross-
dataset conditions.

Rather than proposing a new detection model, this study
focuses on analyzing the behavior of explainability-driven
feature selection under domain shift and quantifying its
effect on cross-dataset generalization. Accordingly, the con-
tribution of this work lies in systematic empirical analysis
and explainability-driven evaluation rather than architectural
novelty.

The main contributions of this work are as follows:
(C1) A controlled cross-dataset evaluation framework in

which models are trained on CICIDS2017 and
deployed on CSE-CIC-IDS2018 without retraining,
reflecting an external-dataset generalization scenario
under domain shift conditions.

(C2) An explainability-driven feature selection protocol
based on TreeSHAP global importance rankings,
resulting in multiple reduced feature subsets (Top-20,
COMMON-10, and UNION-30) designed to analyze
feature robustness and transferability across datasets.

(C3) An empirical investigation of SHAP feature importance
stability across sample sizes, suggesting that small,
class-balanced subsets can approximate global feature
rankings obtained from significantly larger samples
with substantially reduced computational cost.

(C4) A comparative analysis of Random Forest and
XGBoost under domain shift, highlighting model-
dependent differences in how SHAP-guided fea-
ture reduction affects cross-dataset generalization
performance.

Overall, this study aims to clarify the practical benefits
and limitations of explainability-driven feature selection in
realistic intrusion detection settings and to contribute to a
more rigorous understanding of cross-dataset robustness in
flow-based NIDS.

II. MATERIALS AND METHOD
This section covers the datasets, preprocessing methods,
machine learning models, and evaluation protocol used in the
study. The methodology is intended to isolate the effect of
SHAP-guided feature selection on cross-dataset generaliza-
tion by establishing a controlled experimental setup in which
all models are trained under the same conditions. Attention is
given to dataset harmonization, class imbalance handling, and
explainability-driven feature stability analysis, allowing for a
fair and reproducible assessment ofmodel performance under
domain shift. Rather than treating SHAP as a performance
optimization mechanism, the methodology frames explain-
ability as a diagnostic tool for analysing feature stability and
generalization behaviour under domain shift.

A. DATASETS AND FEATURE SPACE ALIGNMENT
This study uses two benchmark intrusion detection datasets
provided by the Canadian Institute for Cybersecurity:

CICIDS2017 [1] and CSE-CIC-IDS2018 [2]. CICIDS2017 is
only used for model training and internal evaluation, whereas
CSE-CIC-IDS2018 is set up as an external test set to evaluate
cross-dataset generalization in an external dataset deploy-
ment evaluation scenario.

Both datasets were created using CICFlowMeter and con-
tain flow-level statistical features collected from network
trafficwithout packet payload inspection. To ensure structural
consistency, four non-behavioral identifiers were removed
from both datasets: Flow ID, Source IP, Destination IP,
and Timestamp. Following schema harmonization and fea-
ture name reconciliation, a single 80-dimensional feature
space common to both datasets was generated. This align-
ment ensures that any reported performance decrease on
CSE-CIC-IDS2018 derives from domain shift rather than
feature mismatch.

During preprocessing, column names and label fields
were standardized to ensure consistent formatting across
all CSV files. Duplicate header rows appearing inside the
datasets were removed, and empty strings were converted
into missing values. Rows containing unresolved missing
values were removed during the cleaning process. For CSE-
CIC-IDS2018, missing values in Src Port, Dst Port, and
Flow Byts/s were filled with zero to preserve feature-
space consistency between datasets. In addition, infinite
values generated by flow-rate calculations were replaced
with zero to ensure numerical stability during training and
evaluation. Final validation checks confirmed that the cleaned
datasets contained no remaining missing, empty, or infinite
values.

To ensure label consistency between CICIDS2017 and
CSE-CIC-IDS2018, a label harmonization process was
applied by grouping semantically similar attack types into
broader categories. Specifically, all DoS-related attacks
(DoS Hulk, DoS GoldenEye, DoS slowloris, and DoS
Slowhttptest) were merged under the ‘‘DoS’’ class. Similarly,
all DDoS variants (including DDoS, DDoS-HOIC, DDoS-
LOIC-HTTP, and DDoS-LOIC-UDP) were grouped into a
single ‘‘DDoS’’ category. Brute-force attacks such as FTP-
Patator and SSH-Patator were combined under the ‘‘Brute
Force’’ class. All web-based attacks (Web Attack – Brute
Force, Web Attack – XSS, and Web Attack – SQL Injec-
tion) were merged into a unified ‘‘Web Attack’’ category.
Other attack types, including Bot, PortScan, and Infiltration,
were retained as separate classes. The Heartbleed class was
removed due to its extremely limited number of samples
in CICIDS2017 and the lack of representation in CSE-
CIC-IDS2018. This harmonization process and the resulting
unified label structure are summarized in Table 1, while
the final harmonized class distributions for both datasets are
presented in Table 2.

B. DATA SPLITTING AND CLASS IMBALANCE HANDLING
CICIDS2017 shows an extraordinary class imbalance, with
benign traffic dominating the dataset and some attack classes
receiving very little support. To maintain natural class
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TABLE 1. Attack label original sample distributions.

TABLE 2. Final 8-Class label distribution for CICIDS2017 and
CSE-CIC-IDS2018.

distributions during assessment, the dataset was stratified
into 64% training, 16% validation, and 20% internal test
subsets.

To reduce majority-class dominance during train-
ing, the Synthetic Minority Over-Sampling Technique
(SMOTE) [24] was applied exclusively to the training
split. This restriction ensures that oversampling does not
introduce information leakage across evaluation splits
and preserves the validity of cross-dataset performance
comparisons. Minority attack classes were expanded to
appropriate sample numbers without disturbing the hier-
archy of existing attack types, while validation and
test sets were preserved without oversampling to bet-
ter reflect realistic traffic conditions. This technique
reduces evaluation bias and reflects realistic deployment
conditions.

SMOTE oversampling was applied to the minority Bot,
Infiltration, and Web Attack classes using target sample
sizes of 4500, 1500, and 5000 instances, respectively. All
oversampling operations were performed exclusively on the
CICIDS2017 training split using a fixed random seed (ran-
dom_state = 42).

C. MACHINE LEARNING MODELS AND
HYPERPARAMETERS
Ensemble-based learning approaches have consistently per-
formed well on structured, tabular network traffic data,
especially in flow-based intrusion detection settings. Unlike
deep neural architectures, which frequently require exten-
sive feature engineering and large-scale tuning, tree-based
ensemble models achieve a good balance between predictive
accuracy, robustness to noisy statistical data, and inter-
pretability. Given the goal of this study, which is to investigate
explainability-driven feature selection under cross-dataset
domain shift, it is crucial to select models that are both
high-performing and fully compatible with exact SHAP
computation.
For this reason, two complementary ensemble models

were chosen: Random Forest (RF) [8], a bagging-based
variance reduction framework, and XGBoost (XGB) [9],
a gradient boosting optimization framework. These models
differ fundamentally in how they construct ensembles and
handle bias-variance trade-offs, allowing for a controlled
comparison of SHAP-guided feature reduction across various
learning processes.
To ensure that performance variations are completely due

to feature selection rather than model adjustment, hyper-
parameters were intentionally fixed across all experimental
settings. This controlled design examines the impact of
SHAP-guided feature subsets on in-domain and cross-dataset
generalization performance.

1) RANDOM FOREST
Random Forest (RF) was selected in this study as a robust
bagging-based ensemble model suitable for structured flow-
level intrusion detection data. RF constructs a collection of
decision trees and aggregates their predictions throughmajor-
ity voting for classification tasks [8]. The core idea behind RF
is bagging (bootstrap aggregating), where each tree is trained
independently on a bootstrap sample drawn with replacement
from the original training data. Consequently, different trees
observe different subsets of the data distribution, which pro-
motes model diversity and reduces variance.
In addition to bootstrap sampling, RF adds more random-

ness to tree construction by selecting a random subset of
the features at each split rather than evaluating all available
features. This randomized feature selection decreases inter-
tree correlation and prevents the ensemble from depending
too heavily on a limited number of dominating predictors.
By averaging many weakly correlated decision trees, RF sig-
nificantly reduces variance while preserving low bias, result-
ing in better generalization on unknown data. Essentially,
the final class prediction of a Random Forest classifier is
obtained by aggregating individual tree predictions viamajor-
ity voting [8].
A key strength of RF lies in its robustness to noisy,

redundant, and highly correlated features. Flow-based net-
work traffic datasets typically contain statistical attributes
such as packet length distributions, inter-arrival time metrics,
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directional byte counts, and port-related features that exhibit
strong inter-feature correlations and dataset-specific regular-
ities. RF mitigates the adverse effects of such redundancy
by distributing feature usage across multiple trees, thereby
reducing sensitivity to spurious correlations and noise. Unlike
boosting-based techniques that iteratively focus on residual
errors, RF relies on ensemble averaging, which generally
lowers the risk of severe overfitting under distributional
shift [8].

An additional practical advantage of RF is the availability
of out-of-bag (OOB) error estimation. Since each tree is
trained on a bootstrap sample, approximately one-third of the
training instances are excluded from that tree’s construction.
These samples can be used to estimate generalization per-
formance without requiring a separate validation set [8].
Although explicit validation and test splits are employed in
this work to ensure controlled cross-dataset evaluation, OOB
estimation further highlights RF’s suitability for real-world
deployment.

From an explainability perspective, RF is fully compat-
ible with the TreeSHAP algorithm [10]. Because RF is a
tree-based ensemble, TreeSHAP can compute exact Shapley
values efficiently by exploiting the internal tree structure.
This enables both instance-level explanations and stable
aggregation of global feature importance across large-scale
flow-based intrusion detection datasets. The compatibility
between RF and TreeSHAP is particularly important in this
study, where SHAP-guided feature subsets are systematically
evaluated under cross-dataset domain shift.

Overall, Random Forest provides a variance-reducing
ensemble framework that is robust to noisy and correlated
features, resistant to overfitting, and natively compatible with
SHAP-guided explainability. These characteristics make RF
an appropriate and interpretable baseline for analyzing fea-
ture stability and cross-dataset generalization in flow-based
network intrusion detection systems [8].

2) XGBoost
XGBoost (XGB) was selected as a complementary boosting-
based ensemble model to contrast with the bagging-oriented
structure of Random Forest. While RF reduces variance
through parallel tree aggregation, XGBoost constructs trees
sequentially, where each new tree is trained to correct
the residual errors of the previously learned ensemble [9].
XGBoost’s repeated refinement method allows it to model
complex nonlinear interactions and subtle feature dependen-
cies that bagging-based algorithms may not fully capture.

XGBoost trains the model progressively. At each boosting
round, a new decision tree is created to reduce the residual
errors of the previous ensemble. The training method aims
to reduce the loss function, which quantifies the difference
between predicted and true labels. Unlike traditional gradient
boosting algorithms, XGBoost has additional limitations to
regulate model complexity, such as restricting tree depth and
leaf weights [9]. These limitations help to keep the model
from getting too complex and lower the risk of overfitting.

Another important aspect of XGBoost is its utilization of
both gradient and second-order (Hessian) information when
creating trees. It analyzes how quickly the mistake varies in
addition to its direction (first-order gradient). This enables the
model to select better splits, enhance convergence speed, and
achieve more stable training than classic gradient boosting
approaches [9].

XGBoost was also created with computational efficiency
in mind. It features parallel tree construction, fast sparse input
processing, and memory-aware optimization algorithms,
making it ideal for large-scale, multidimensional tabular
datasets. These characteristics have led to its widespread
use in structured data modeling tasks, such as flow-based
intrusion detection systems.

From an explainability aspect, XGBoost is completely
compatible with the TreeSHAP algorithm [10]. Because it is
a tree-based ensemble, accurate Shapley values may be com-
puted efficiently using the internal tree structure. This permits
consistent feature attribution across tests and allows for a
systematic comparison of full-feature and SHAP-reduced
configurations during domain transition.

In this study, XGBoost is used as a high-capacity gradient
boosting baseline to assess the effect of SHAP-guided feature
reduction. Its capacity to capture fine-grained feature inter-
actions, together with built-in regularization and TreeSHAP
compatibility, make it ideal for determining if explainability-
driven feature selection improves cross-dataset generalization
performance [9].

To achieve a controlled and fair comparison of feature con-
figurations, both models’ hyperparameters were intentionally
held constant throughout all tests. This design decision sep-
arates the impact of SHAP-guided feature reduction from
any performance changes caused by model tuning. Using two
fundamentally different ensemble paradigms, bagging-based
Random Forest and boosting-based XGBoost, under identical
experimental constraints, this study allows for a structured
analysis of how explainability-driven feature selection inter-
acts with distinct learning mechanisms during cross-dataset
domain shift. The following part explains the SHAP frame-
work and describes how feature attributions were computed
and examined to create the reduced feature subsets used in
this study.

D. SHAP COMPUTATION AND FEATURE STABILITY
ANALYSIS
In cross-dataset intrusion detection, understanding which
features drive model predictions is essential for diagnos-
ing performance degradation under domain shift. For this
purpose, SHAP (SHapley Additive Explanations) [10] was
employed as the primary feature attribution method in this
study.

SHAP provides instance-level feature contributions based
on cooperative game theory and enables consistent aggre-
gation of local explanations into global importance rank-
ings [10]. Unlike impurity-based importance measures,
SHAP quantifies the marginal contribution of each feature
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to the model’s output. This property is particularly important
in flow-based intrusion detection, where correlated statistical
attributes and dataset-specific patterns may otherwise distort
feature importance interpretation.

For tree-based models such as Random Forest and
XGBoost, SHAP values were computed using the TreeSHAP
algorithm, which leverages the structure of decision trees to
compute feature contributions efficiently [10]. This makes
SHAP computation feasible for large-scale datasets such as
CICIDS2017. In this study, global feature importance rank-
ings were computed by averaging the absolute SHAP values
across all samples within each subset.

To evaluate the stability of these rankings, SHAP val-
ues were computed for two class-balanced subsets of
CICIDS2017 containing 400 flows (50 samples per class)
and 10,000 flows (1250 samples per class). These subsets
were constructed using stratified sampling to ensure equal
representation from each class. Despite the substantial dif-
ference in sample size, both configurations produced highly
similar global feature rankings. Random Forest produced an
identical Top-20 feature subset across both sampling con-
figurations (20/20 overlap), while XGBoost retained 17 out
of 20 Top-ranked features, with only minor variations among
lower-ranked attributes. These findings suggest that smaller
balanced subsets can reasonably approximate global SHAP
rankings while reducing computational cost in large-scale
intrusion detection analysis.

Based on the global SHAP rankings, multiple reduced
feature subsets were constructed to evaluate explainability-
driven feature selection under cross-dataset domain shift.
These subsets include model-specific Top-20 feature sets,
a COMMON-10 subset representing the intersection of RF
and XGB Top-20 features, and a UNION-30 subset formed
by combining both Top-20 lists.

E. CROSS-DATASET EVALUATION PROTOCOL
All models were trained solely on CICIDS2017 and tested in-
domain (validation and internal test splits) and cross-dataset
on CSE-CIC-IDS2018, with no retraining or adaptation. This
setup represents a cross-dataset domain-shift evaluation sce-
nario in which models must generalize to new traffic patterns,
background services, and attack implementations.

Model performance was evaluated using the accuracy,
macro-F1, weighted-F1, and confusion matrices. Because
of the substantial class imbalance and domain shift,
macro-F1 was chosen as the key metric of generaliza-
tion performance, while accuracy and weighted-F1 were
reported for completeness. In addition, precision, recall,
macro-F1, and confusionmatrix analyses were used to further
characterize minority-class degradation under cross-dataset
conditions.

F. HYPERPARAMETERS
The hyperparameters of the models were kept fixed across
all experiments to isolate the effect of SHAP-guided fea-
ture selection. All experiments were conducted using a fixed

random seed (random_state = 42) to ensure consistency and
reproducibility across runs.

For Random Forest, the following parameters were used:
n_estimators = 300, max_depth = None, min_samples_
split=10, min_samples_leaf=4, and max_features=‘‘sqrt’’.
For XGBoost, the following parameters were used:

objective = ‘‘multi:softprob’’, eval_metric = ‘‘mlogloss’’,
learning_rate = 0.1, max_depth = 8, subsample = 0.8, col-
sample_bytree = 0.8, and num_boost_round = 300.

III. RESULT
This section reports the empirical findings of the proposed
experimental framework, including SHAP-guided feature
importance analysis, baseline performance under full feature
configurations, and the cross-dataset effects of explainability-
driven feature reduction.

A. SHAP-GUIDED FEATURE IMPORTANCE RESULTS
This section presents the global SHAP-guided feature
importance results from models trained on CICIDS2017.
TreeSHAP was used to calculate SHAP values and identify
the most influential flow-level features contributing to multi-
class intrusion detection decisions.

To assess the reliability of SHAP-guided feature rankings,
SHAP values were computed for two class-balanced sample
sizes: 400 flows (50 samples per class) and 10,000 flows
(1250 samples per class). The Top-20 feature rankings pro-
duced by the Random Forest and XGBoost models showed
highly consistent Top-20 feature structures across both sam-
ple sizes, with only minor variations in lower-ranked features.

The similarity between the two Random Forest SHAP
rankings was quantified using Spearman’s rank correlation
coefficient (ρ = 0.991, p < 0.001), indicating extremely
strong agreement between the two sampling configurations.
Random Forest also produced an identical Top-20 fea-
ture subset across both sample sizes (20/20 overlap), while
XGBoost retained 17 out of 20 top-ranked features, with only
minor variations among lower-ranked attributes.

Table 3 lists the top 20 SHAP-ranked features for the
Random Forest model. The highest-ranked features mainly
include packet length statistics, directional byte volumes,
and transport-layer attributes, including port information and
TCP window sizes.

Table 4 shows the top 20 SHAP-ranked features for the
XGBoost model. In addition to packet size and port-related
attributes, XGBoost prioritizes temporal and rate-based data,
such as inter-arrival time statistics and packet rates.

Comparing the RF and XGBoost SHAP rankings shows
that several features appear in both Top-20 lists. These over-
lapping features were used to construct the COMMON-10
subset, while the UNION-30 subset was formed by combin-
ing the model-specific Top-20 feature sets.

B. BASELINE PERFORMANCE WITH THE FULL
FEATURE SET
This subsection describes the baseline performance of
Random Forest and XGBoost models trained on the entire

VOLUME 14, 2026 90931



C. Kılıç, G. Şengül: SHAP-Guided Feature Selection for Cross-Dataset Generalization in NIDS

TABLE 3. Feature importance rankings for random forest.

TABLE 4. Feature importance rankings for XGBoost.

80-feature space. All models were trained using CICIDS2017
and tested in-domain and across datasets with identical exper-
imental settings.

Table 5 highlights the in-domain performance statistics
for CICIDS2017, which include validation and internal test
splits. Both models achieved near-perfect in-domain perfor-
mance, with accuracy values exceeding 0.999 and macro-F1
scores reaching up to 0.9941 for XGBoost on the internal
test set. However, despite these strong in-domain results,
substantial degradation was observed during cross-dataset
evaluation.

Table 6 demonstrates the cross-dataset performance results
obtained by applying the samemodels to CSE-CIC-IDS2018.
Macro-F1 dropped from near-perfect in-domain values
to 0.1273 for Random Forest and 0.1192 for XGBoost
during cross-dataset evaluation, despite accuracy remaining

TABLE 5. Baseline in-domain performance on CICIDS2017
(Full 80-Feature set).

around 0.83, indicating a strong bias toward majority-class
predictions.

TABLE 6. Baseline cross-dataset performance on CSE-CIC-IDS2018
(Full 80-Feature set).

Figure 1 presents the confusion matrix obtained for Ran-
dom Forest on CSE-CIC-IDS2018 using the full 80-feature
configuration. The matrix shows that, despite high overall
accuracy, the model exhibits substantial misclassification
across minority attack classes under cross-dataset conditions.

FIGURE 1. Confusion matrix for random forest on CSE-CIC-IDS2018
(Full 80 Features).

C. PERFORMANCE WITH SHAP-GUIDED FEATURE
REDUCTION AND ABLATION ANALYSIS (RANDOM FOREST)
This subsection examines the performance of Random Forest
models trained on SHAP-guided feature subsets, includ-
ing RF Top-20, COMMON-10, UNION-30, RF Top-20-
NoPort, and amanually constructed non-SHAP feature subset
(Non-SHAP-20).
Table 7 summarizes the in-domain performance findings

for CICIDS2017. Reducing the feature space resulted in small
differences in accuracy and macro-F1 when compared to the
complete feature set.
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TABLE 7. In-domain performance of random forest with SHAP-GUIDED
feature subsets (CICIDS2017).

Table 8 presents the cross-dataset performance results on
CSE-CIC-IDS2018. Compared to the full 80-feature base-
line (macro-F1 = 0.1273), the RF Top-20 configuration
improved macro-F1 to 0.1663, while the COMMON-10
subset achieved 0.1653. Additional ablation experiments
further showed that removing port-related features from
the RF Top-20 subset increased macro-F1 to 0.2079, with
accuracy rising to 0.8538. Confusion matrix analysis fur-
ther showed that removing port-related features reduced
dominant benign-class collapse and improved detection for
certain attack categories such as DoS and Brute Force
under cross-dataset evaluation. In contrast, the manually
constructed Non-SHAP-20 subset achieved only limited per-
formance improvement (macro-F1 = 0.1223), indicating that
explainability-guided feature selection provided more effec-
tive feature prioritization under domain shift conditions. The
UNION-30 configuration produced the lowest cross-dataset
performance among the reduced SHAP subsets, suggest-
ing that increasing feature count alone does not necessarily
improve generalization.

TABLE 8. Cross-dataset performance of random forest with
SHAP-GUIDED feature subsets (CSE-CIC-IDS2018).

Confusion matrix analysis presented in Figure 2 further
showed that removing port-related features reduced domi-
nant benign-class collapse and improved detection for certain
attack categories such as DoS and Brute Force under cross-
dataset evaluation.

FIGURE 2. Confusion matrix for random forest on CSE-CIC-IDS2018
(RF TOP-20-NoPort).

D. PERFORMANCE WITH SHAP-GUIDED FEATURE
REDUCTION (XGBoost)
This subsection evaluates the performance of XGBoost mod-
els trained on SHAP-guided feature subsets, including XGB
Top-20, COMMON-10, and UNION-30.
Table 9 summarizes the in-domain performance findings

for CICIDS2017. Across all feature combinations, XGBoost
maintains high accuracy and weighted F1 scores.

TABLE 9. In-domain performance of XGBoost with SHAP-Guıded feature
subsets (CICIDS2017).

Table 10 presents the cross-dataset performance find-
ings for CSE-CIC-IDS2018. For XGBoost, macro-F1 val-
ues remained within a narrow range between 0.1135
and 0.1192 across all feature configurations, indicating
that SHAP-guided feature reduction did not substantially
improve cross-dataset generalization for XGBoost under
the evaluated conditions. Unlike Random Forest, XGBoost
did not benefit from reduced SHAP-derived feature subsets
under cross-dataset evaluation, suggesting that the impact of
explainability-guided feature reduction may depend on the
underlying model architecture.

E. COMPARATIVE SUMMARY OF CROSS-DATASET
RESULTS
This subsection summarizes cross-dataset performance find-
ings for all models and feature settings.
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TABLE 10. Cross-dataset performance of XGBoost with SHAP-GUIDED
feature subsets (CSE-CIC-IDS2018).

Table 11 compares accuracy, macro-F1, and weighted-F1
scores on CSE-CIC-IDS2018.

TABLE 11. Comparative cross-dataset performance summary on
CSE-CIC-IDS2018.

Table 11 provides a comparative summary of cross-dataset
performance across all models and feature configurations.
Overall, SHAP-guided feature reduction resulted in measur-
able improvements for Random Forest, particularly under the
RF Top-20-NoPort configuration, which achieved the highest
macro-F1 score (0.2079) among all evaluated settings. In con-
trast, the manually constructed Non-SHAP-20 subset did not
improve performance over the full feature baseline. XGBoost
showed no consistent performance gains across reduced
feature subsets, indicating that the impact of explainability-
guided feature selection may depend on the underlying
model architecture and feature interactions under domain
shift conditions.

IV. DISCUSSION
This study investigated whether SHAP-guided feature selec-
tion can enhance cross-dataset generalization in flow-based
intrusion detection systems trained on CICIDS2017 and
deployed on CSE-CIC-IDS2018. The findings provide useful
insights into domain shift, explainability-driven feature selec-
tion, and model-dependent generalization behavior.

A key observation is that near-perfect in-domain per-
formance on CICIDS2017 is not equivalent to reliable
cross-dataset detection. Despite reaching near-perfect accu-
racy and weighted F1-scores during in-domain evaluation,
both Random Forest and XGBoost experience a signifi-
cant drop in macro-F1 when applied to CSE-CIC-IDS2018.
This demonstrates that high accuracy scores under domain

shift are mostly due to benign traffic rather than true
threat detection capacity. Similar findings have been
reported in recent cross-dataset research, which show that
models trained on a single curated dataset frequently fail
to generalize new traffic scenarios and attack implementa-
tions [3], [17], [19], [26].
The confusion matrix analysis demonstrates that, during

domain shift, models act as extremely confident benign
detectors, misclassifying most of the attack flows as benign
or mapping them to a minority group of attack types.
This behavior is consistent with previous research indicat-
ing that flow-based intrusion detection models implicitly
acquire dataset-specific traffic regularities rather than attack-
invariant behavioral patterns [4], [11], [17]. Differences
in background services, attack intensities, traffic compo-
sition, and temporal characteristics between CICIDS2017
and CSE-CIC-IDS2018 are anticipated to increase this
effect [1], [2], [13].
SHAP-guided feature importance analysis provides addi-

tional insight into this occurrence. While SHAP successfully
finds highly influential features within the source domain,
many of these features are closely linked to static traffic
characteristics like packet length distributions and port uti-
lization. These traits are effective for discrimination within
a single dataset but are susceptible to distributional shifts
between datasets. This confirms previous explainable intru-
sion detection studies, which show that feature relevance
does not always indicate feature robustness during domain
change [4], [7], [12].
Additional ablation experiments further revealed that

removing port-related features from the RF Top-20 subset
substantially improved cross-dataset macro-F1 performance.
Although port information appeared among the most influ-
ential SHAP-ranked attributes, these features may partially
encode environment-specific service configurations rather
than stable attack-related behavior. Their removal improved
robustness under domain shift, suggesting that feature impor-
tance within a source dataset does not necessarily imply
cross-dataset transferability.
This work makes an essential contribution by observ-

ing that SHAP feature ranks remain almost constant across
sample sizes. Computing SHAP values on around 400 class-
balanced flows resulted in almost identical Top-20 feature
sets to those obtained from 10,000 flows. Minor rank changes
happened within the Top-20 list, but the feature makeup
remained intact. This finding shows that global SHAP-guided
feature attribution may be done quickly without exhaustive
sampling, considerably lowering the computing cost of large-
scale intrusion detection systems. This builds on previous
SHAP-guided IDS investigations by giving actual evidence
for lightweight explainability without compromising ranking
reliability [10], [12].
The effect of SHAP-guided feature reduction on cross-

dataset generalization is highly model dependent. Compact
feature subsets, such as RF Top-20 and COMMON-10,
improve macro-F1 on CSE-CIC-IDS2018 in a moderate but
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consistent way. This indicates that deleting dataset-specific
or noisy characteristics allows Random Forest to focus on
more reliable behavioral signals. Similar findings have been
reported in explainable feature selection experiments, where
smaller feature spaces increased robustness by minimizing
overfitting to source-domain artifacts [4], [5], [21].

In contrast, the manually constructed Non-SHAP-20 sub-
set failed to improve cross-dataset performance over the
full feature baseline, indicating that explainability-guided
feature prioritization provided more effective feature selec-
tion than manual heuristic reduction. However, XGBoost
does not benefit from SHAP-guided feature reduction dur-
ing cross-dataset testing. While decreased feature subsets
maintain near-perfect in-domain performance, they do not
increase macro-F1 with domain shift. This distinction can
be due to XGBoost’s reliance on fine-grained temporal
and rate-based characteristics, which are extremely sensi-
tive to changes in traffic generation and attack execution.
Boosting-based models may thus overfit modest source-
domain patterns even when trained on properly selected
features, a drawback that has been identified in previous
comparative IDS investigations [3], [6]. These findings sug-
gest that explainability-guided feature reduction may interact
differently with bagging and boosting-based learning mech-
anisms under domain shift.

While alternative explainability techniques such as LIME
and Integrated Gradients are widely used in intrusion detec-
tion research, they are less suitable for explainability-driven
feature selection in the context of tree-based, cross-dataset
intrusion detection systems. LIME provides local, instance-
level explanations that are highly sensitive to sampling vari-
ability and therefore do not yield stable global feature rank-
ings required for constructing robust feature subsets across
datasets [22]. Integrated Gradients, in contrast, is primarily
designed for differentiable deep learning architectures and
does not naturally extend to ensemble tree-based classifiers
such as Random Forest and XGBoost without architectural
adaptation [23]. In comparison, SHAP offers theoretically
grounded and consistent global feature attributions that are
directly compatible with tree-based ensemble models, mak-
ing it more appropriate for stability-oriented explainability
and feature analysis under domain shift [10], [12].

Overall, these findings show that explainability-driven
feature selection enhances interpretability and model com-
pactness but is insufficient to effectively resolve domain
shift in flow-based intrusion detection. While SHAP can
help uncover influential features and provide limited robust-
ness advantages for some model families, generalization
across datasets requires procedures other than feature selec-
tion. These procedures may include domain adaptation,
drift-aware feature selection, or learning algorithms that
prioritize attack-invariant behavioral patterns rather than
dataset-specific statistics. Features that appear highly impor-
tant within a source dataset may still capture unstable
or environment-specific traffic characteristics that fail to gen-
eralize across deployment environments.

As a result, this research contributes to a better under-
standing of how explainable machine learning interacts with
cross-dataset intrusion detection. It shows both the practical
utility and the limitations of SHAP-guided feature selection,
emphasizing that explainability is an effective diagnostic
tool for establishing robust, real-world network intrusion
detection.

This study also has some limitations. The experiments are
based on two benchmark datasets, and the results may vary
under different network environments or traffic conditions.
In addition, domain adaptation techniques were not included,
since the main goal was to focus on the effect of SHAP-
guided feature selection under domain shift.

Future work can explore combining SHAP-guided fea-
ture selection with domain adaptation methods or drift-aware
approaches. It would also be useful to investigate models
that focus on more stable, attack-related patterns and attack-
invariant feature representations to improve cross-dataset
generalization.

V. CONCLUSION
This study examined the limitations of explainability-driven
feature selection under cross-dataset domain shift in flow-
based intrusion detection systems. Although Random Forest
and XGBoost achieved near-perfect in-domain performance,
both models exhibited substantial degradation in minority
attack detection when deployed across datasets.

The findings demonstrate that SHAP provides stable and
computationally efficient global feature attribution while
also helping identify dataset-specific features that transfer
poorly across environments. Additional ablation experiments
showed that certain highly ranked port-related features may
encode service-specific traffic behavior rather than attack-
invariant characteristics. However, feature reduction alone
does not resolve broader structural domain shift limitations.
The observed model-dependent robustness gains indicate that
explainability can improve interpretability, compactness, and
feature prioritization, but cannot substitute for dedicated gen-
eralization mechanisms.

Overall, robust cross-dataset intrusion detection requires
approaches beyond feature selection, including adaptation
strategies and learning paradigms that emphasize attack-
invariant behavioral representations.
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